Session 6: Network Defense, Detection, and
Analysis
Welcome to the last of the six sessions of the Industrial Control
Cybersecurity (301) Training. The sessions you have completed thus
far have provided important building blocks for this part. Before
jumping into the specifics of defense, we need to touch on the
importance of communication in the process.

Are you part of the 'IT' side of the company?

Are you part of the 'TCS'/engineering side of the company?

Do you talk to one another?

Generally as we visit companies, we see a battle between the two
organizations. Each side blaming the other for the state of affairs.

From the ICS side of the house we hear:

IT wants to come in and change everything.

They don't understand and don't want to learn about our
environment.

They insist we do things their way or they'll tell management.
Our manager doesn't like the IT manager and forbids us to talk
to the other group.

From the IT side of the house we hear:
There systems are so old we don't support them anymore, why
don't they just upgrade to what we support.

We have company policies to live by and enforce, but they
won't follow any of them.

Our manager doesn't like the ICS manager and forbids us to
talk to the other group.

Best advice: Take out a pencil and tie a white tissue to it. Then,
find out what the other side likes to eat/drink and solve this
situation!

my way your way
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Here are some benefits to solving the issues:

1. Better understanding of issues.

2. Shared man-power.

3. Shared funding.

4. Shared resources (equipment, software costs, licensing, etc.).
5. Together you can meet company security requirements.

Once at a conference a student asked about manpower (full time
employees) loading for IDS and firewalls. The answer was at least two
employees for each to allow for vacations, sick leave, meetings, etc.
Immediately panic struck the poor student thought he had to come up
with funding for four employees. We told him, “No. Go tell the other
side that you'll buy two if they'll buy two because you both have the
same equipment and the same problem.” You would have thought he
had just won the lottery!

Learning Objective 13 | LO13: Describe the components for defense in
depth.

The first step of a good cyber defense implementation is to Know Your
Environment. Your entire environment, not just things like the ICS
protocols. When protecting your environment, focus on the
sensitive/critical data first.

DATA
APPLICATIONS «Data Pa’ﬁh{s .
*Characteristics
Vendor :
T *ALL locations
*Necessary/Nice

DATA

MNETWORK

NETWORK
PROCESSES +Host-Host
*Physical Network-Network
Virtual =Trust Zones
sAdministrative : +ALL protocols
sNormal/Abnormal

First we need to define what we mean by “our environment.” It is:
= Data — paths, characteristics, and location(s)

What are its characteristics?

Is protection of integrity required?
What data must be available 24/7?
Are backups in place?

What is the categorization of the date (public, proprietary,
etc.)?
What is the location of the data?
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Applications — any software tool that touches the data
Which applications are critical to business?
Where do these applications reside?
How do we protect the servers and applications?
Processes — physical, virtual, and administrative
What processes are in place for cybersecurity? For risk
management?
Network — how the data moves and which systems create or
use it
Do you have a documented network design?

Do you know where all you network equipment is and
how it’s configured?

Once this is done, we can define what our baseline or NORMAL
environment should look like.

Defense-in-Depth Security

Intrusions today start with the client side attacks for a reason — the
firewalls, patching, etc., will stop the easy stuff. Egress filtering is a
norm in most corporate environments. If it isn’t at your location, you
need to make it a priority. Focus on your operational security and
develop incident handling capabilities.

Defense in depth is a layered approach to defending any
environment, especially an ICS environment. It requires developing
defenses for all systems and subsystems in the environment

including:
1. Data
2. Application
3. Host
4. Internal Network
5. Perimeter
6. Physical
7.

Policies, Procedures, Awareness (People)
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Network Architecture

The following diagrams represent a genertic facility and shows the
electronic perimeter and a representation fo the external communication
links.

Modern Connectivity — Wrong Way
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The first diagram shows a typical facility that has not considered
security into its design. Notice how the communication paths bypass any
type of security for the control system network. Firewalls are not
implemented. Intrusion detection systems are not implemented. There is
direct access to the control system network.from the internet with no
boundary checks. The sad fact is this configuration is typical of small
municipalities and companies.

The second diagram on the next page has the infrastructure divided into
three network segments or Demilitarized Zones (DMZ) or enclaves:
Control system LAN
Control System DMZ (historians, web servers, etc.)

Corporate environment with separate DMZ's for various public
functions, e.g., web, vpn, wireless, etc.
The colored pipes are the data conduits that allow data to flow between
the various zones in the environment. Any of these conduits could be an
entry point for malicious traffic and need to be protected as a front line.
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The firewalls are placed at the front line of defense for each of the
various zones. These firewalls provide the trusted path for users and
applications to communicate with and between all of the various
pieces of computer equipment in the facility.

There are two complimentary principles for segmenting networks.
The first principle includes the general functions of a system:

Serve external customers

Handle facility environmental controls

Support IT

Process HR data

Store/serve ICS process data

Run/Supervise ICS.

The second principle is trust level. What is the sensitivity of the
data/system/data path? Segmentation should be implemented using
firewalls or at least routers with access control lists (ACLs).
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The Maximum
Transmission Unit
(MTU) is a parameter
of layer 2 (Ethernet).
The maximum size for
an Ethernet frame is
1500 bytes. Thus, the
MTU is generally 1526
bytes. This actual
number is negotiated
and depends of the
parameters of the
network.

Firewall Implementation

Firewalls are your front line of defense. This is where you want to stop
the bad guy right at the front door. The most important aspect of
installing any kind of firewall is Know your environment!

How does data flow?
How is data used?
Who uses the data?
What is the security rating (CIA/AIC)?
For network and host firewalls, there are two general classes:

1. STATELESS Firewall

Stateless firewalls watch network traffic, and restrict or block packets
based on source and destination addresses or other static values. They
are not aware of traffic patterns or data flows. A stateless firewall uses
simpler rule-sets that do not account for the TCP session state or that a
packet might be received by the firewall pretending to be something you
asked for.

2. STATEFUL Firewalls

Stateful firewalls can watch traffic streams from end to end. This means
that stateful firewalls are totally aware of what stage a TCP connection
is in (open, open sent, synchronized, synchronization-acknowledge, or
established), it can tell if the MTU has changed, and whether packets
have fragmented, etc. They are fully aware of communication paths and
can implement various IP Security (IPsec) functions, such as tunnels and
encryption. Neither type of firewall is really superior over the other.
There are good arguments for both types of firewalls. Stateless firewalls
are typically faster and perform better under heavier traffic loads.
Stateful firewalls are better at identifying unauthorized and forged
communications.

= Know your environment! How does data flow? What does data
mean? What is data usage?

= Firewall vendors are now creating firewalls which support
multiple ICS protocols and standards.

Trade off speed/throughput vs. security vs. cost.
* Erroneously deployed as a cornerstone of architecture.
May introduce massive architecture rebuilds.
There are three categories of firewalls:
= Network: These firewalls act as the gate keepers of the network.
Determining what traffic is allowed to pass into [INGRESS] the

next (trusted) area AND what traffic is allowed out [EGRESS] of
the trusted area.

=  Host-based: Host-based firewalls include utilities that watch the
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activities and data on the actual host. These include antivirus,
configuration monitors, log watchers, etc.

Application: Application firewalls monitor and check the
traffic to and from a particular application. The most
common are those that monitor web transactions to/from a
web server/application.

The following is a list of features offered in most network and host-
based firewalls:

1. Policy-Based Access Control

2. Packet Filtering

3. Network Address Translation
4. Proxy

5. Encryption

6.

Protocol Tunneling
7. Virtual Private Networking (VPN)

Writing Firewall Policy (Rule Sets)

Once the security policy AND the architecture have been planned in
detail, it is time to construct the firewall rule set. Rule sets are
critical. A misconfiguration somewhere could expose your
environment to unwanted guests or could cause a disruption in high
value data streams.

Most firewall rule sets work in the same manner. Rules are read and
processed in sequential order! When a packet enters the firewall it is
compared to the very first rule. Each rule is then tested until it finds
a rule that matches the characteristics of the incoming packet. If no
packet matches, MOST firewalls will drop the packet by default.
Order is very critical to the structure of the rule set!

The same basic rules apply regardless of which type of firewall you
are implementing:

Rule 1: Disable default settings. Ensure you have any default setting’

disabled. You can turn them on one at a time later.
Rule 2: Keep the rule set simple.

Rule 3: Keep the rule set easy to understand. Document the rules.
What does it do? Why did you write it? There had to be a reason.

Rule 4: Put specific rules before general rules:
= Lock down to specific user.
Put time limits on the connections.
Use all the capabilities available to you.
Rule 5: Put common rules at start for better performance.
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firewall rules out as though
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the rules do. Once you have
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create the actual rules in the
required syntax. This
document then becomes the
baseline documentation for
your firewall. It is easier
and less. mistake prone to
do it this way than to just
sit down and start coding
rules.
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Rule 6: That which is not explicitly allowed is denied.
/¥/ Rule 7: Log the actions of the firewall and route (if possible).

Example Firewall Rules

Rule SrcIP Dst IP Protocol  DstPort Action Description/Comments

1 Any 192.168.10.10 TCP 80 Allow Allow Internet to
access DMZ Websites

2 192.168.0.10  192.168.10.20 TCP 1433 Allow Allow PLC to send
data to Historian on
DMZ

3 204.134.25.2 192.168.10.30 TCP 22 Allow Allow user to access

01 DMZ system via SSH

for management

4 Any Any Any Any DENY  Cleanup Rule. Deny
all that does not match
above rules

Remember the KISS principal: “KEEP IT SIMPLE STUPID!” You
can buy the most expensive elaborate firewall available, but if there is a
mistake in your rule set, you WILL have uninvited “guests” in your
environment.

The most common mistake is having a general rule at the first that
overrides a more specific rule later on in the rule set.

When searching for a firewall there is always a trade-off between
speed/throughput vs. security vs. cost. You have to make the choice
based on your knowledge of your environment and budget.

| Be aware that the introduction of a firewall into your environment may
‘ introduce massive architecture rebuilds. Plan accordingly. A quick
| install is a recipe for disaster.

Data Diodes
% The idea of unidirectional networks has beén around since 1960. The
Australians further developed the idea and the concept of a data-diode
was born around 1990. Before that, the usual method of unidirectional
data transfer was done via physical media and sneaker-net.

Manual data transfer |
across “air gap”
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Data-diodes can be implemented in hardware, software or a
combination of both. The hardware implementation is the most secure
because it is physically impossible to send any messages in the
reverse direction. Physical one-way links cannot be hacked with
software tools. NIST provides a specific security controls, NIST 800-
53, AC-4.7 that describes using hardware enforced one-way
communications as a threat-mitigation method.

Data-diodes are often compared to firewalls with rules to pass data in
only one direction. The fallacy in this logic is that in a firewall, even
though the DATA is passed in only one direction, many protocols
both network and/or application, are two-way conversations. In the
data-diode case the TCP conversations are between the external
devices and the data-diode, only the actual data is transmitted within
the hardware confines of the data-diode.

Keep in mind that:

It can be easy to build a simple hardware data-diode.

There is nothing wrong with implementing several of these
types to reinforce border security.

Most hardware solutions focus on passing the data and not the
actual network packets.
It is difficult to engineer the implement the hardware solution
both easily and with provide high quality of service, low
error-rate and high transfer speeds.
Traditional one-way transfer configurations are discussed below.
Fach method has its advantages and disadvantages.

Clipped RS-232 (or Fiber) Data-diode

A very simple hardware data-diode can be built by modifying an RS-
232 serial cable by simply clipping the return wire. A similar device
can be created using a media converter to go from RS-232 to fiber.
Sandia Labs received a US patent in 1997 for just such a device.
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Ethernet Fake Out

By employing a network splitter, one can fake out a TCP. It is similar to

using a man-in-the-middle scenario.
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The software implementation is usually implemented using operating
system policy tools, like SELINUX, that allow you to control data
flow/access within a single hardened host. There are four requirements
necessary to make software security policies work:

1. Base Operating System security configuration.

2. Testing of policies.

3. Configuration Control of policy files.

4. Logging, Logging, Logging.
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Double Firewall One-Way Transfer

In this method the connection between the two firewalls is a trusted
connection, probably physically configured side-by-side. This
environment requires tight configuration control of the firewall rules.

Extemal
side

, /| External
\‘\ é’j side

Guard Guard
Source | Destination
Firewall Firewall

v
v

Source Destination
Firewall accepts Firewall denies
All inbound traffic All inbound traffic
Hardware Data Diode

In March 2001, the UniDirectional Link Routing Working Group of
the IETF (UDLR) issued RFC 3077 (https://tools.ietf.org/html/draft-
ietf-udlr-1ltunnel-05) describing a mechanism to emulate full
bidirectional connectivity between nodes that are directly connected
by a unidirectional link. The following figure illustrates the modern

concept of a data-diode.
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Example 1 below illustrates how a data-diode could be used in an
ICS environment using OPC-UA protocol. The data-diode transmit
side could emulate an OPC-UA client talking to the server in the ICS
network and the receive side could emulate an OPC-UA server
talking to clients in the corporate environment.

Example 1
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Example 2 illustrates using a data-diode along with a firewall to
allow external (i.e., vendor) access to the corporate database replica
while protecting the ICS environment.

Example 2
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Proxy Servers

Proxies are used to control the data flow between trusted and
untrusted networks. They greatly simplify the rules used in a firewall
because the traffic is narrowed down to one single IP address that is
allowed to access to systems on the other side of the firewall. Proxies
can filter access down to the user level, not just the IP level.

There are two basic implementation designs for proxies, forward,
and reverse. The most common is the forward proxy server. A
forward proxy server is commonly used for controlling access to the
internet for web browsing. When used in conjunction with caching
and content filtering, proxies can provide a useful service to any
sized organization.

It can also be used to control SSH, FTP, and other protocols. In this
case, the system containing the resources only sees the IP
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information of the proxy, and net the information of the client
systems. The following figure illustrates the configuration of a

forward proxy.
UNTRUSTED NETWORK |

The following points illustrate the implementation of a forward

proxy.

The Active Directory (AD) is used by the proxy to allow
access control down to the user and/or AD-group level.

The BAD file is a black list of sites that are not allowed to be
accessed by any of the clients. There could also be a “GOOD”

file with special sites for authorized users.

Direct access to the untrusted network is handled by the
firewall. The firewall is configured to ONLY allow the proxy
to talk to the untrusted network using the specific controlled

protocols.

The reverse proxy works in the opposite manner of a forward proxy
and proxy's services on behalf of servers in a trusted network. They
manage the retrieval of data resources from other systems and returns
them to the calling system as though they originated on from the

proxy server itself.
| UNTRUSTED NETWORK |

Master

Proxy Server

Domain
Block List Controllar

| TRUSTED NETWORK

Servers/Systems

U

TRUSTED NETWORK

Proxy Server

‘Web Server
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Proxy servers can be used for various purposes:

Allow specific protocol between networks, by system/user.
To speed up Internet surfing by caching favorite pages.

To hide the IP address of the client (forward proxy) or server
(reverse proxy) computers to maintain anonymity.

To implement Internet access control like authentication for
Internet connection.

Allow access to specific sites to specific users that are
normally blocked websites.

To scan outbound content, e.g., for data leak protection.

Either implementation can be used for load balancing and caching of
resources. Note that “web traffic” (i.e., http, https, or ftp) are not the
only protocols that can be governed by a proxy. Depending on what
proxy you have implemented, other application protocols (e.g., ssh,
etc.) can also be handled.

The most popular open source proxy is Squid. It is full-feature
HTTP/1.0 proxy and is very close to being a full-feature HTTP/1.1
proxy. It offers rich access control, authorization, and logging to help
develop web proxy and content server applications.

Intrusion Detection/Prevention Systems

When most people think of IDSs, they only think about network-
based IDSs. There are many types of IDSs that can be used in an ICS
environment.

Host: Sensors reside on the host system.
Network: What traffic is on your network?

Application: Web application firewall, database firewall,
application protocol IDS.

Logs: What is happening at teh OS level? At the application
level?

= Paper: Who came in? Operator’s notebook.
Anomaly: Any combination of the above.
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All methods of intrusion detection involve the gathering and analysis
of information from various sources within a computer, network, and
enterprise to identify possible threats posed by hackers and crackers
inside or outside the organization.

IDSs are not silver bullets. They are more of a warning or audit
system. IDSs can also alert to possible misconfigured systems on the
network. This situation is not an attack, but it is a problem that could
leak important data.

Intrusion Prevention Systems (IPSs) vs. Intrusion
Detection Systems (IDSs)
IDSs provide a way to review data of interest. They are connected to

a span port and provide passive alerting only. The IDS is used only to
watch data.

IPSs can be used to block data. They are placed in line, have an active
response, and give passive altering. When intrusion prevention
systems were first introduced, it was feared that they would block
critical data packets or add latency to the network. The improved IPS
technology has overcome these fears, and we are now seeing IPSs
specifically designed and deployed for ICS environments.

Intrusion Detection System

= “Watching”
= Passive Alerting ONLY.
Intrusion Prevention System

= Inline
= Passive Alerting
= Active Response.

Potential Complications

[DSs are technical. A significant amount of work is involved in
writing the rules.

IPSs can modify/drop legitimate packets if the rules are written
improperly. This could, for example, prevent alarms from reaching
the operator stations or configuration changes from reaching their
intended destination.

Intrusion Detection Systems

ICS environments provide a unique opportunity. Compared to a
corporate environment, an ICS environment is a steady state. Once
again, you must know your environment. Ask and answer the
following questions:

WHAT is normal?

= You know that host A talks to host B, but not host C.
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WHEN does normal become abnormal?
Host A is now talking to host C. WHY?
WHOSE applications and services are used and necessary?
WHICH protocols are used?
Known IT protocols
* Vendor proprietary.
Host Intrusion Detection System (HIDS)

Some of the tools installed on a system to protect it and inform the
administrator of issues are:

= Virus management

* Local log analysis

= File integrity checking

*  Policy monitoring

= Rootkit detection
Network monitoring (host viewpoint)
Real-time alerting

= Active response.

AIDE, chkrootkit, Tripwire, AFICK, etc. are some of the file
integrity checking tools. Another product is Open-source Host-based
Intrusion Detection System (OSSEC), which has a complete menu of
sensor/collector options.

The main issue with any HIDS in any environment (especially ICS)
is what computer resource penalty you incur in order to get a
particular level of security.

Network Intrusion Detection System (NIDS)
Network intrusion detection systems (NIDSs) scan traffic from its
networks and look for known patterns in traffic (packets). A NIDS
can scan both sides of a conversation and can be reactive by
blocking traffic when in IPS mode. NIDS often does not know if the
system is Windows, Linux, or a PLC. Simply, traffic is traffic, NIDS
reports on what was seen on the network.

NIDS can have a high False-Positive or False-Negative rate based on
the information used to generate the signatures.

An IPS generally sits in-line and watches network traffic as the
packets flow through it. It acts similarly to IDS by trying to match
data in the packets against a signature database or detect anomalies
against what is pre-defined as normal traffic. In addition to its IDS
functionality, an IPS can do more than log and alert. It can be
programmed to react (drop or reject) to what it detects. The ability to
react to the detections is what makes [PSs more desirable than IDSs.
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There are still some drawbacks to an IPS. IPSs are designed to block
certain types of traffic that it can identify as potentially bad traffic.
IPSs do not have the ability to understand web application protocol
logic. At the application layer (OSI Layer 7), IPSs cannot fully
distinguish if a request is normal or malformed. This could
potentially allow attacks through without detection or prevention;
especially newer attacks where signatures are not available (think
zero-day).

NOTE: As resources have increased, NIDS vendors have started
including capabilities that allow you to describe the systems. This
new feature allows you to automatically prioritize an alert based on
the possibility of success.

For example, if the NIDS knows that a system is Solaris running
Apache and the alert is for an exploit of a Microsoft host running IIS,
the priority would be 0.

Web Application Firewall/IDS (WAF)

Web Application Firewalls (WAFs) are designed to protect web
applications/servers from web-based attacks that IPSs cannot prevent.

WAFs are typically deployed in some sort of proxy fashion just in
front of the web applications, so they do not see all traffic on our
networks. WAFs are a special breed that can used to detect/prevent
attacks against web applications in more depth than an IPS.

Unlike IPSs, WAFs interrogate the behavior and logic of what is
requested and returned. WAFs protect against web application threats
like SQL injection, cross-site scripting, session hijacking, parameter
or URL tampering, and buffer overflows.

IDS Sensor Placement

The placement for IDS sensors is important. In the image below, the
red boxes indicate NIDS and /or IPS deployment locations.

Any change in trust zones should have an IDS/IPS deployed.

A data diode should be attached to the historian. The IDS can
also be deployed here.

All points of presences for the external communications
should have an IDS/IPS deployed.

An IDS on either side of firewalls allows you to audit your
firewall rules.

See the example on the next page.
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NIDS: Tapping the Network
There are different methods to gather the data off of a network

depending on your needs based on amount of traffic, number of
monitoring connections, etc.

| Port Mirroring, also known as SPAN (Switched Port Analyzer), is

| a method of monitoring network traffic. When port mirroring is
enabled on a managed switch, the switch sends a copy of all the
network packets “seen” on one physical port (or an entire VLAN) to
another physical port, where the packets can be captured and/or
analyzed.

A networking monitoring tap can be used to collect network packets
without having to configure a span port on a switch. Think of a tap
as a special tee connection that can read data from the network, but
not inject any data of its own into the network traffic.

Regeneration Taps are designed to tap one or multiple networks
and replicate the traffic to one or multiple monitor ports. Replication
of network traffic increases the number of monitor tools that can
access any given network. The traffic from the monitored networks
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is electrically isolated from each other to prevent any kind of hopping
from one to the other.

Aggregation/Distribution Taps allow you the flexibility to use them
as either regeneration taps and/or as span distribution/monitoring
taps. In this case, one can configure the input span port(s) to go to
one/any/all monitoring ports.

Some regeneration/distribution taps provide the option to filter the
data streams before sending the data to different monitoring tools.
This may be helpful when analyzing the data for different streams.
For example, different IDS rule sets might make sense based on the
data network.

Below is an example of General Switch vs. Port Mirroring.
__General Switch _

| Managed Switch with Port
Mirroring

L 1 11] M

Firewaﬁ A
| ————
Protected Network

Logging Architecture

Other types of IDSs are logs of various kinds. A central log server
can assist in an incident by providing a chronological list of the
events surrounding an incident that give the bigger picture. Multiple
systems/sources can send their data to a central log server where it
can be correlated with other information.

Correlating with other logs can sometimes make the difference
between recognizing an event for what it is (true or false) and then
acting accordingly. The same data can provide valuable information
(like an IDS) to the security analyst.
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There are some considerations in centralizing logs:

1. Properly prioritize the function of log management.
Define requirements and goals for log performance and
monitoring based on applicable laws, regulations, and
existing organizational policies. Then, prioritize goals based
on balancing the need to reduce risk with the time and
resources necessary to perform log management functions.

2. Create and maintain a secure log management
infrastructure. Identify the needed components and
determine how they will interact (e.g. firewall rules, diodes).
With the various types of information in one place, the log
server becomes a valuable system to target and critical to
protect. It should only run the logging service and be in a
highly protected area of your network.

3. Provide appropriate support for staff with log
management responsibilities. All efforts to implement log
management will be for naught if the staff members who are
tasked with log management responsibilities do not receive
adequate training, proper tools, or support to do their jobs
effectively. The staff members need to understand what
situations are normal, bad, and weird. Providing log
management tools, documentation, and technical guidance
are all critical for log management staff members to succeed
at their jobs.
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In the example above, we send our logs in the central control centers
and field devices to an ICS log server. This allows control engineers
to access the needed data from inside their control environments.

The ICS log server forwards data to the centralized log servers where
cyber analysts with cyber security tools can access the data outside of
the control system environment.

These log servers should be place in a high security area of the
network to limit the chances of compromise.

Network Architecture Exercise
This exercise will allow you to:

Apply the network security principles discussed in this class into a control

system design.

Utilize a secure model to design a control system with appropriate
segmentation.

Balance the operational and business requirements of a control system with security best
practices.

Consider the architectural challenges IT faces when implementing security measures and

methods. / !
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Introduction

In this exercise we will use Calligra flow, an open source graphics tool for flowcharting and other
graphical development (e.g. Visio functionality).

Instructions to access Calligra:
1. InKali, Open calligra flow from the application launcher in the upper left corner of the
screen.
2. Go to applications >> office>> calligra flow

3. Open the Documents/Exercises/ManualCalligraExercise.odg file

Alternatively:
1. Navigate to the Network Diagram file

2. Double click the Documents/Exercises/ManualCalligraExercise.odg file to open its default
program.

Step 1 Understanding the Template

A segmented network model has been developed and layered as a starting point. Consider the
objects as puzzle pieces that need to be placed in the segmented model. Each object, including the
segmentation zones, can be moved and resized as needed. When objects overlap, the currently
selected object will typically be placed on top of the others. Four buttons are available on the right-
hand side of the screen to properly layer objects.

Many of the objects are also grouped with labels. These labels can be edited by double clicking
them. If the textbox size needs to be adjusted independently from the image, then the group can be
split with the ungroup button in the upper right.

The objects from the example diagram are present in the template, but many others are available in
the stencil box on the left-hand side of the screen. Outside images can be used to represent objects,
but are not required as any needed parts can be represented from the available default list.

To-do: Take some time to move the objects, change zone position, etc., to familiarize yourself
with how the program works. Think about what objects are missing that will be needed to
implement security measures.
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Step 2 Secure the System

The example diagram did not consider network security when setting up the system. This is a
problem and must be remedied.

Don’t worry about exact details, such as how the devices connect to each other, simply place them
in the zone where you think they belong. To secure the system, you can move objects or zones as
well as add anything additional that is needed. Remember to consider the suggestions of secure
frameworks discussed earlier.

Scenario: You have been tasked with designing a new network architecture for your company.
You have a corporate network and control systems that need to be protected. Your company is
multi-national with many remote sites. Each site must be able to send log data back to the central
log server for analysis. Vendors must be able to access the control systems for maintenance
remotely. Engineers should be able to access the remote sites from Corporate HQ.

To-do: Add network security to the network diagram by adding or modifying zones and devices.
There are many solutions that will work in this example so don’t be afraid to consult with your
peers.

Some things to include:
Firewalls
Proxies
Data diodes
IDS/IPS systems

Log architecture
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Learning Objective 14

“Ifitis not logged, it
did not happen!”

LO14: Describe detection in depth — perimeter
network

Detection in Depth

PERIMETER NETWORK
o Firewall/VPN logs
o Proxy
o |DS/IPS/Audit/Anomaly

MID-LAYER
o Web/System logs
e Honey-pot deployments
e Anti-Virus, Host-Based-IDS efc.

CHANGE DETECTION
e Application logs
o Application-IDS T

< o Integrity Check

Philosophy
Logs are just data...
Processed and analyzed, they become information

Put another way...
If a tree falls on your network and it shows up in your logs and
nobody is reading them - you’re still squished!

-Marcus J. Ranum

Firewall and VPN Logs

Firewalls, VPN appliances, and Proxy servers provide a wealth of
logging information regarding the perimeter of your network. This
information can be used to monitor the health of the systems and
potentially detect malicious activity.

Log correlations can help locate problems. This information can be
used to monitor the health of the system and potentially detect
malicious activity. It is important to:

Look at firewall logs to see what traffic from inside the
network is bouncing off the firewall.

Look for multiple connections from multiple devices in your
network to a few target locations.

Examine VPN logs to find login attempts. Look for unusual
situations, such as the president logging in from a Starbucks
in England, when he is actually in the middle of a safari in
Africa.

= Look for SSH sessions over nonstandard (unusual) ports.
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Look for unusual connections from VPN systems to internal
systems. VPN systems should not be scanning your internal
network.

Proxy Logs

Proxy logs provide valuable information about what your users’
Internet activity. It can also show indications of data exfiltration,
unknown activity, agents running on systems, etc. By using filters in
you log analyzer you can easily pick out suspect activity.
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Identify and trend downloads that caused compromise
Identify large outbound traffic

Identify attempts to access blacklisted websites
Control access to whitelisted sites

Identify misuse of company resources

Identify attempts to use unallowed protocols

Trend user activity

Oct 22,2012 8:25:26 AM UTC-7:00 tep://www.google.com/ dilbert 192.168.214.38
whitelistSearch Engines/Portals 200  Allowed - - 363 1 0 mozilla/4.0
(compatible; msie 8.0; windows nt 6.1; wow64; trident/4.0; .net4.0c; .net4.0¢)

Proxy Log Fields:
Date and Time Oct 22, 2012 8:25:26 AM UTC-7:00
Url tcp://www.google.com/
User dilbert
Client IP 192.168.214.38
Category whitelistSearch Engines/Portals
Status 200
Verdict Allowed
Web Application Name -
Web Application Operation | -
Total Bytes 363
Requests 1
Browse Time 0
User Agent mozilla/4.0 (compatible; msie 8.0; windows nt 6.1; wow64,
trident/4.0; .net4.0c; .net4.0e)
Content Type -
Malware -

LLLLLLL
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Oct 25,2012 3:23:19 PM UTC-7:00 http://global.gotomeeting.com/meeting/join/860837621

dilbert 192.168.214.38

Online Meetings 302

Allowed GoToMeeting -

630

mozilla/4.0 (compatible; msie 8.0; windows nt 6.1; wow64; trident/4.0; slcc2; .net clr

2.0.50727; .net clr 3.5.30729; .net clr 3.0.30729; media center pc 6.0; .net4.0c; .net4.0e) -

1

Date and Time Oct 25, 2012 3:23:19 PM UTC-7:00

Url http://global.gotomeeting.com/meeting/join/860837621

User dilbert

Client IP 192.168.214.38

Category Online Meetings

Status 302

Verdict Allowed

Web Application Name GoToMeeting

Web Application Operation

Total Bytes 630

Requests 1

Browse Time 0

User Agent mozilla/4.0 (compatible; msie 8.0; windows nt 6.1; wow64;
trident/4.0;.net4.0c; .net4.0e)

Content Type

Malware

0

Example showing agent running (note no user identified)
Oct 29, 2012 8:30:36 AM UTC-7:00 http://www.msftncsi.com/nesi.txt- 192.168.214.38
Computers/Internet 403 policy denied - - 4938 1 0 microsoftnesi - -

Example showing blocked suspicious URL

Oct 31,2012 12:43:36 PM UTC-7:00
http://pix04.revsci.net/D08734/a1/0/3/0.js?D=DM_LOC%3Dhttp%253A%252F%252Fna.com
%253Fnada%253D%2526naid%253D%2526namp%253D dilbert 192.168.214.38
Suspicious403  content_filter denied - - 7765 1 0 mozilla/4.0 (compatible; msie
8.0; windows nt 6.1; wow64; trident/4.0; .net4.0c; .net4.0e)
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Netflow Anomaly Detection

NetFlow is a network protocol developed by Cisco Systems for
collecting IP traffic information. NetFlow has become an industry
standard for traffic monitoring and is supported by platforms other
than Cisco. Routers and switches that have the Netflow feature
enabled produce UDP data streams that are sent to a Netflow
collector (server) where it can be proc<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>