Industrial Control Systems
Cybersecurity (301) Training

Student Guide
January 2016

Aa: Homeland

=L 4

“ Security

Y
\
}

Ik 13 Conuo SV ie & er EMcigEly
Response Team (ICS-CERT)




&
L 4
@
®
@
®
®
®
®
®
®
®
L
®
®
®
®
®
.
®
®
*
L4
-
®
®
®
®
®
®
®
®
o
®
®
L
o
L
®
®
®
®
®

AGENDA

Industrial Control Systems Cyber Security (301) Training
Idaho Falls, Idaho
January 11 - 15, 2016

Monday Tuesday Wednesday Thursday Friday
7:00 AM e k J

8:00-8:15 AM Introductions Active Discovery Network Exploitation

8:15-8:30 AM DHS Overview Vulnerability Scanner

8:30-8:45 AM Basic Web Hacking

Exercise Debrief

8:45-9:00 AM Discovery Review

9:00-9:15 AM Metasploit Man-in-the-Middle

9:15-9:30 AM e Terminology - Vulnerabilities &

9:30-9:45 AM Exploits Password and Hashes Break
9:45-10:00 AM 8:00 AM - 12:00 Noon
10:00-10:15 AM Break Break Bed/ARIUS Excrcie
e Brsak Exercise Debrief (cont)
10:30-10:45 AM
10:45-11:00 AM Basic Exploitation Process
11:00-11:15 AM ICS Threat/Risks Network Defense

11:15-11:30 AM

11:30-11:45 AM

11:45 AM - 12:00 Noon

Remote Exploits

12:00 Noon - 12:15 PM

12:15-12:30 PM

12:00 Noon - 12:30 PM
Lunch

12:00 Noon - 12:30 PM
Lunch

12:00 Noon - 12:30 PM
Lunch

12:00 Noon - 12:30 PM
Lunch

11:30 AM - 12:00 Noon
Lunch
Round table perspectives; leave
to catch plane if needed or
discuss week with new contacts

12:30-12:45 PM

Working Lunch Presentation

Working Lunch Presentation

Working Lunch Presentation

Blue Team All-Hands Meeting

12:45-1:00 PM "Black Energy" "ICS-CERT" "AAL"
1:00-1:15 PM Metasploit - continued Logging & Log Analysis
1:15-1:30 PM Client Side Exploits
Exploit Demonstration
1:30-1:45 PM
1:45-2:00 PM Payloads Network Architecture
2:00-2:15 PM Network Discovery
2:15-2:30 PM Meterpreter
2:30-2:45 PM Network Flow Data
2:45-3:00 PM Basic Networking Topics Pcap Forensics 1:00 - 5:00 PM
3:00-3:15 PM Break Red / Blue Exercise
3:15-3:30 PM Passive Discovery Break Break
3:30-3:45 PM Host Discovery Separate into Red & Blue
3:45-4:00 PM Initial Briefings
4:00-4:15 PM Active Discovery Red Team / Blue Team Strategy
4:15-4:30 PM Nmap Red Team / Blue Team Strategy Mgkunes
4:30-4:45 PM Meetings
4:45-5:00 PM
Turn in Playbooks
5:00 PM Optional-tcpdump & wireshark Red Te';r:e{i::;e(;s;r:nsatl;ategy ned Te“:r:eii:é:e(c')r;:i?n:;ategy b ___Exercise Results___
6:00 PM End End
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Industrial Control Systems Cyber Emergency Response
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Course Introduction

‘ N T elcome to the Industrial Control Systems Cybersecurity (301) Training course. This course

provides intensive hands-on training on protecting and securing industrial control systems
from cyber attacks including a Red Team / Blue Team exercise that will be conducted within an
actual control systems environment.

In order to understand how best to defend a system, participants will learn about common
vulnerabilities. Knowing the weaknesses of a system will enable participants to provide the fixes
and institute the policies and programs that will provide defense in depth needed to ensure more
secure industrial control systems in their work environments.

The course is split into the following six sessions, followed by the Red Team/Blue Team hands-
on exercise.

Industrial Control System Overview

Process Control Attack Demonstration

Network Discovery and Mapping

The Exploitation Process and Using Metasploit

Network Attacks and Exploits

Network Defense, Detection, and Analysis

In addition, working lunch presentations will provide focus on common vulnerabilities, the ICS-
CERT Program, and the Cyber Security Evaluation Tool (CSET®).

T R S

Course Objectives:
At the end of this course, attendees will be able to:
Session 1: Industrial Control System Overview

Describe basic industrial control systems
Discuss cyber risks to industrial control systems

Session 2: Process Control Attack Demonstration
Discuss the process control exploit demonstration
Session 3: Network Discovery and Mapping

Explain basic networking concepts necessary for active and passive
network discovery

= Discuss passive discovery
Discuss active discovery

Session 4: The Exploitation Process and Using Metasploit

Discuss the three main stages of an attack
Describe Metasploit
= Use the Metasploit framework




Session 5: Network Attacks and Exploits

Discuss basic web hacking techniques
Describe password security
Discuss wireless attacks and exploits

Session 6: Network Defense, Detection, and Analysis

Describe the components for defense in depth

Describe detection in depth - perimeter network
Describe detection in depth - mid-layer

Describe the components of change detection

Describe the components of cybersecurity management
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Disclaimer

References made herein to any specific commercial product, process, or service by trade name,
trademark, manufacturer, or otherwise does not necessarily constitute or imply its endorsement,
recommendation, or favoring by the U.S. Government or any agency thereof.

The attacks and exploits shown in the demonstration are not specific to any vendor technology.

Use the described security tools and techniques at “your own risk,” i.e., carefully evaluate any
tool prior to using it in a production network.




