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does when it is first turns on, was an immediate target. The technicians found that the 
file was a simple script which could be edited using a text editor. 

 After attempting to copy the files, technicians decided to remove files. While they 
did not remove any critical files, we hypothesize that any file could be removed. In 
addition to being able to copy and delete files, VCL engineers were also able to place 
their own files on the box, even files which were already on the ATC, overwriting the 
intended purpose with their own.  By examining the file structure of the box, the VCL 
staff also found a wealth of additional commands which could be run in a TELNET 
session. 
 

Another goal of the VCL staff was to issue remote commands to the boxes, and 
to attempt to change the way which they operated. The Volpe staff was successful in 
issuing remote commands, although none of them allow direct control of the traffic 
management system. However, they have discovered one command of interest. The 
command completely halts the box, it no longer responded to any TELNET or FTP 
commands and even stopped controlling the lights. The only way for the box to recover 
was through a compete restart of the system. Another interesting command allowed the 
user to alter the IP address of the box from within the TELNET interface, which could be 
used to cut off communication to the box from its usual network. The engineers also 
found a way to end the TELNET service running on the box, preventing anybody from 
entering the box until it is restarted. 

6.2 Physical Attacks 
As of this version no physical attacks have been discovered. 
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