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How to Read 

DISSECTING THE HACK 
The Forbidden Network 

Both sections of this book tell a single story. The adventures of Bob and Leon are more 
than just a fun read. They illustrate many very real threats to individuals, businesses, 
organizations, and even countries. The networked world is so interconnected; many 
don't realize how valuable a target they really are. The best and worst of humanity 
connected ·with the speed and power of modern technology comes together in a 
world of our own making that we do not yet understand. 

DISSECTING THE HACK:The FOrb Idd3n Network tells the story of two kids caught 
up in an adventure they did not expect. Bob and Leon are most comfortable in a digi· 
tal world, but soon find that digital actions have physical consequences. Throughout 
their fictional story are real-world lessons. 

"The Security Threats Are Real" or STAR focuses on those real-world lessons. The 
hacks and tools in the fictional story are very reaL STAR provides the details, sources, 
and references to learn more about the threats, defensive techniques, attacker tech
niques, and even cool toys of the fictional story. 

The FOrbldd3n Networkcan be read by itself as a stof)'. It can also be read as an 
illustration of the issues described in STAR. Throughout The FOrb I dd3n Network you 
will find links that point to specific references in STAR where you can get more infor
mation about key concepts. Or if you read STAR, you will find links to The FOrbldd3n 
Network where the story illustrates a scenario where very real tools and techniques 
are applied. Each section leans on the other. How you read them is entirely up to 
you. 

For the more adventurous reader,The FOrbldd3n Network contains "Easter Eggs" 
as well.\Voven throughout are references, hints, phrases, and more that 'will lead you 
to significant or trivial insights into hacker culture,Again, STAR will help you find out 
more about the "Easter Eggs." But not aU the answers are given away. There must be 
some unsolved mystery to make hacking 'worth the time, 

So read The FOrb I dd3n Network as a story. Read STAR as a reference work. Dig for 
"Easter Eggs" in The FOrbldd3n Network. Or put it ali together to learn more about 
the very real threats of the digital world we all live in. 

DISSECTING THE HACK:The FOrbldd3n Network can happen IRL. 
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A New Assignment 

Thursday, 9:24am 

PROIOGU3 
00000000 

Stepan Senn looked up at the clear blue sky of a fall morning. He could hear the crunch 

of dry grass beneath him as he turned his head slightly. The cool air on his face felt sharp 

against the hot blood that trickled from the comer of his mouth that was quickly swelling. He 

tried to sit up, but his body wouldn't obey. There was a sharp sound of metal on metal. The 

sound was familiar, but his mind wasn't working fast enough to recognize his situation. He 

craned his neck as he struggled to look above him. He saw legs, a hard face looking down at 

him, and a gun. The shape ofthe gun seemed to grow large enough to fill all he could see. 

Everything began to spin in his mind. He closed his eyes hard against the image. 

"Sir? Excuse me, sir?" A hand touched Stepan on the shoulder and he jolted awake. "I'm 

sorry, I didn't mean to startle you." 
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"No problem." Stepan replied automatically as he picked up the briefcase he had just 

kicked over. He hadn't realized how tired he was after staying up late the last couple of nights. 

"Sir, I believe your flight is boarding." 

Stepan looked blearily at the Aeroflot gate agent. As his brain came back into focus, he 

stood. 

"Thank you," he replied as he gathered his briefcase and canoy-on bag. He made his way 

down the gangway and onto the plane in a mental fog. His clouded mind began to clear as it 

processed the surroundings he had awakened to find. 

Stepan Senn's job had taken him all over the world. He had flown in many types of 

aircraft. But the Russian Tupolov 154 was not his favorite. He had flown on Aeroflot a couple of 

years after the collapse of the U.S.S.R. He remembered back then all the staff put on a good 

show, but the aircraft itself had looked tired. The exterior paint was faded and chipped. The 

interior was worn. Seats were dirty. Even the crew's uniforms looked threadbare. Stepan 

hadn't been convinced then that the plane shonld have been in service. 

Stepan also remembered when he was in Barcelona on business not that long ago and an 

Aeroflot pilot landed this same type of aircraft 250 meters to the right of the mnway. Aeroflot 

jnst wasn't good enough for Stepan. 

As he took his seat, this aircraft didn't improve his impression of the airline. The cabin 

was more cramped than similar-sized Boeing and Airbus planes Stepan had flown in. Its oval 

shape and low ceiling made sitting in a window seat particularly unpleasant. He was thankful 

that he wouldn't be repeating this journey. 
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"But what should I expect when I'm flying to the second-poorest countl)1 in Europe?" he 

thought to himself. 

After they reached cruising altitude, Stepan relaxed again and closed his eyes. He began 

to think back to how he had ended up on this flight. He had been in Moscow. October trips to 

the Russian capital weren't a problem for a man from Switzerland. A Russian Autumn was a 

nice change of pace, and his employer made sure he traveled well. Or that's what he had 

believed until now. 

Stepan had been sent to hand-deliver a package to the office of one of his employer's 

partners. He didn't know the full story of what he had been carrying, but not-knowing was a 

major part of his job. He had handed the envelope to the receptionist. Once she had sent an 

email to his boss confirming delivery, Stepan left the office with his Moscow business complete. 

He knew better than to ask questions or, even worse,try to see what was on the disk he had 

guessed had been in the envelope. 

It was a clear, cold day, so Stepan decided to walk back to the hotel. It only took about 

twenty-five minutes for the walk to the Rossiya Hotel. He even took the time to go past the east 

side of the Kremlin, turning at the Spasskaya Tower and on to the Rossiya. Once in his room, 

Stepan turned on his laptop and connected it to the hotel network. He typed in his overly long 

password, all the while wishing for some painful end for the skinny technician back at the office 

that insisted everyone had to memorize such nonsense just to gain access to their laptops. 

(DPg. #) 

Stepan pulled out his access token and typed in the six-digit random number from the 

token and the four-digit PIN he had memorized. Soon he had established an encrypted 
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connection to the office back in Zurich, Switzerland. (DPg. #) He opened his email software and 

found the message waiting for him: 

Your contact is waiting in Chisinau, Moldova. Your flight 

arrangements have been made. You leave at 7:00am local time 

tomorrow on Aeroflot. You are booked in the Hotel Dedeman Grand 

Chisinau. There is a package for you at the front desk that you 

need to deliver. 

You will meet Simon Torgova at the outdoor cafe across from 

the Central Garden on Columna Street the day you arrive at 

3:00pm local time. Tell him his password is the same as your 

project name. Report back here when an agreement is obtained. 

This was Stepan's first project where he had been "let in" on more of the story. He had 

grown tired of the desk time he spent as a researcher for an international oil-brokerage firm 

headquartered in his hometown. He had come up with an idea that could give his employer a 

huge advantage in the international trading game. In fact, he believed he had created a new 

product line for their brokerage activities: information. He had identified the target company and 

even found someone that might be easily influenced to assist them. When Stepan turned in all of 

his research, he was told to do some courier jobs while preparations were made. It had heen two 

months before this email message from his boss to ld him it was time for action. 

Stepan's boss had taken care of identifying an appropriate operative. Stepan didn't have 

any contacts that could help him with that part of the project. But this project started with his 
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idea. He would be able to move out of research and maybe have a chance to be in on some of his 

employer's deals. But why Moldova, and where was that, anyway? 

Stepan opened Google and typed in "Moldova." He thought he had seen a lot of the 

world, especially in the last two months offieldwork, but backwater fonner Soviet territories had 

not been on any previous itinerary. "Land-locked, near the Black Sea, south of Ukraine and east 

of Romania. Why would anyone want to operate alit of such a place?" he thought to himself. 

With a jolt Stepan opened his eyes. He had fallen asleep again. As the plane dissipated 

its speed over the bumpy runway in Chisinau, Stepan blinked his eyes and looked around. He 

made a promise to himself to either drink more coffee or sleep better on his next trip. It was time 

to begin his work in Moldova. He pulled his briefcase out from under the seat in front of him 

and waited for the plane to stop at the gate. 

Stepan looked out the window of the aircraft. The side of the airport facing the tannac 

was neglected and dingy. The plane finally stopped short ofthe tenninal and stairs were rolled 

to the door. Stepan and his fellow travelers had to walk down the stairs, across the tannac and 

into the airport. No covered automatic walkways with protection from the weather. 

"Why Moldova?" Stepan mumbled to himself as he walked through the airport, his poor 

opinion of the little country now confilmed. The inside of the airport was a relic of past glory -

although glory was hardly the word to describe it. The faces of the people sitting and waiting for 

flights seemed much happier than those of the arriving passengers. Stepan's countenance 

matched his fellow travelers as he waited for his one suitcase. 
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Once outside the airport, Stepan tumed and looked at the front of the building. Its blue 

windows and bright red front entrance were a clean, modem-looking contrast to the run-down 

cold war relic he had seen from the other side. Stepan shook his head as he was suddenly even 

more grateful for living in Switzerland. He soon found a taxi to take him to the Dedeman. The 

weather was warmer than Moscow, but still brisk. 

"Welcome to the Dedeman sir, how long will yon be staying with us?" 

"One night." 

"All right, if you will fill out this information, I'll get a room for you." 

The clerk passed a form and pen to Stepan. As Stepan completed the form, he asked, 

"Do you have a concierge?" 

"Yes sir. His name is Viktor. He is right over there" the clerk pointed to an average

sized young man standing at a counter on the other side of the lobby. 

"Thank you." 

"And sir, I believe this is for you." The clerk tumed and pulled a small, bulging envelope 

from a desk behind the counter and handed it to Stepan. Stepan collected the envelope and the 

key card for his room and walked across the lobby to Viktor. 

"Welcome sir, what can I do for you?" 

"I will be checking out in the moming. I'm in room 330. Please make sure I have a taxi 

ready at 8:00am for the airport." 

"No problem sir. Anything else?" 
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"Yes. Is that the Central Garden across the street?" Stepan asked as he pointed to the 

front of the hotel. 

"Yes sir. It's not as pretty in the fall, but it is still a good place to start if you would like 

to take a walk around town." 

As Stepan walked away, Viktor typed a note in the hotel's new guest information system 

so he would get a reminder in the morning to have the cab ready for Mr. Senn, room 330. 

Stepan made his way to his room, set his bag and briefcase on the bed and checked his 

watch. He was hungry and he had several hours before his meeting. He checked his pockets. 

"Envelope. Room key. Wallet. Phone. Okay, time forfood, " he told himself as the door 

closed behind him. He left the elevator, made his way through the lobby to the hotel restaurant. 

He was soon seated by an attractive, if over-eager hostess with bright eyes and a quick smile. 

"Okay, perhaps there are afew redeeming qualities to this country, "he thought as he 

took the menu and returned the smile from the hostess. 

Stepan took his time making a selection and then settled into a decent meal. Sitting still 

and eating was a pleasure compared to his flight. 

Viktor watched from across the lobby as Stepan began to eat. He had worked as a 

concierge for the hotel for almost a year. It gave him an opportunity to practice his language 

skills and make the Leus needed to pay for school. The phone call Viktor was about to make 

would get him the Euros he needed for pocket money. 

"I think your guest has arrived." 
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"Are you sure?" 

"You said there would be a business man traveling alone; he would arrive this afternoon, 

and only stay for one night. We've only had one man check in by himself today and he's 

scheduled to check out in the morning." 

"Good job. We will be there shortly. Pay attention and let me know ifhe leaves the 

hotel." 

Stepan finished his meal, charged it to his room account and then walked out onto the 

street. Moldova wasn't much, but he would at least have a look while he had the time. He didn't 

notice how carefully Viktor watched his movement and noted the time as he left. 

Two men entered the lobby a few minutes later. Vlad was middle-aged and tall, with 

cold gray eyes and dark brown hair cut tight on the sides but just long enough on top to show a 

natural wave he brushed back as they came out of the breeze. He moved with the ease of an 

athlete, but was dressed like a well-traveled businessman with a black open collared shirt and 

silk sport coat. Pavel was younger and shorter. He had dirty-blonde hair that was pulled into a 

short ponytail and a rather dingy backpack slung over one shoulder. He stooped under the 

weight of the load as they made their way across the lobby to the concierge. 

Viktor was nervous as Vlad approached, but the presence of Pavel, Viktor's older brother 

helped him stay in control. 

"Hello, Viktor. Thanks for the call." 

"Sir, here is the room key you misplaced," Viktor said a little too loudly. 
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"Thank you. I always liked the service at this hotel. Your brother here is doing good 

work for me. Keep up your studies at university and maybe I'll have ajob for you as well." 

"Yes, sir. Your associate left just five minutes ago." 

Vlad took the room key card and made their way to Stepan's room along with his 

companion. Inside they found what they were looking for - a briefcase with a new IBM 

Thinkpad computer inside. It was one ofthose ultra-light computers that doubled as an 

executive toy. 

"Pavel, start with the laptop while I have a look around," Vlad ordered. 

While Vlad walked around room, looking in drawers and sorting through Stepan's 

suitcase, Pavel lifted the computer deftly as someone who was comfortable with any device 

connected to a keyboard. He turned on the power and hit the default key combination to modify 

the boot settings. No power-on password. Pavel could always count on business-types to not 

think ofthe basics. They always thought spying was only targeted at governments. (DPg. #) 

Pavel enabled the laptop for booting from a USB device. He pulled out his keychain and 

plugged the tiny storage device into the port on the right of the laptop case. Instead of the 

normal start-up screen that Stepan saw every day, Pavel was greeted with a black screen with a 

few simple command options. This was a handy tool Pavel had picked up from a security web 

site. It allowed him to reset any password on a Windows system as long as he could control how 

the system started. Pavel didn't bother giving the Administrator account a new password. He set 

it to a blank password, disconnected his USB device and rebooted the machine. (DPg. #) Soon 

the Windows XP "splash" screen appeared. He typed in "administrator" for the ID and no 
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password and pressed the "Enter" key. He was in. Pavel turned the computer on the small desk 

and stood to give Vlad room to sit down. 

"This is too easy. I wish he had used another hotel," Pavel said as Vlad sat in front of the 

now unlocked computer. "At least then it would have been a challenge." 

"What challenge would you want?" asked Vlad. 

"Viktor getting us into the room means that we got the laptop information, but now I 

don't need to do the Hotel Hack." 

"The what?" 

"At DEFCON Major Malfunction presented a hack using a Linux box to break into hotel 

information systems through the TV set in a room. You can grab reservation information, TV 

movies they've watched, and sometimes even credit card information or read their emails." 

(DPg. #) 

"Who is Major Malfunction?" 

"What? You don't know? He's the guy who wrote the hack!" 

"Never heard of him," Vlad responded. 

"You should really keep up with what the tiber-leet guys are-" 

Pavel saw a subtle firmness appear in Vlad's expression and he stopped himself. 

"That's right, you were busy recruiting virus writers for one of your jobs. You missed 

out on some of the really skilled hackers." Pavel was pushing his luck with the way he talked to 
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Vlad. But he knew he was right. If Vlad kept bringing in work like this, Pavel knew he needed 

to practice a variety of skills. 

Vlad seemed to have had enough of the conversation. He removed a Swiss Army knife 

from his pocket. He opened a small connector from the knife, which fit neatly into the USB port 

on Stepan's laptop. Soon he was copying the "My Documents" folder from Stepan's laptop to his 

"pocket knife." (OPg. #) 

"Only 10 megabytes. He must have another computer at his office or he keeps 

everything in email," Pavel said as he looked over Vlad' s shoulder. 

A quick look from Vlad reminded Pavel that he was already getting on his employer's 

nerves. Pavel shut up and walked across the room and picked up the remote to the TV set. 

Vlad ignored Pavel and kept his attention on the laptop. He looked in the default folder 

and quickly found the file he wanted. He copied the "outlook.pst" file to the pocketknife. This 

would give him a copy of all the emails Stepan had stored locally. With the email secured, he 

looked up at Pavel. (OPg. #) 

"What are you doing?" 

Pavel was looking at what appeared to be Stepan's room bill displayed on the TV. 

"This guy hasn't had any time to pick out a movie and didn't use the Internet email 

system offered by the hotel. But, he's got a request for a taxi at 8:00am tomorrow, and he paid 

for everything with an American Express Card. Here's the number. I can't believe they didn't 

set this thing up to mask the digits on the display!" 
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"This could be useful," Vlad replied with a slight smile. Pavel was a resourceful young 

man to keep around, Vlad reminded himself, even ifhe was annoying at times. 

"Now that you're done playing with the television, finish np on this laptop for me," Vlad 

ordered. 

Pavel took Stepan's laptop from Vlad and blanked the three Windows event log files. 

Next he changed the "Last logged in user" registry key so that it would appear that Stepan's 

account was the last one used. (DPg. #) 

"Do you want me to reset the Administrator password?" Pavel asked. 

"No. You've done enough. This one won't ever know what he lost," Vlad answered as 

he walked towards the door. 

Pavel powered down the computer, returned it to where he found it and followed his 

boss. 

Vlad and Pavel strolled through the lobby without speaking. Vlad led the way as the 

walked across the street and into a small cafe. They took a table near the window where Vlad 

had a clear view of the hotel entrance in case Stepan returned. 

"Set up your laptop. I want to see what we found," Vlad ordered. 

Pavel complied and pulled his own sticker-covered laptop from his backpack and set it on 

the table between them. He logged in and took the pocketknife Vlad offered and connected it to 

a USB port. 
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Vlad took Pavel's laptop and looked over the list of files they had just acquired from 

Stepan's laptop. He didn't have much time, so he sorted the files by "Last Modified Date" and 

scanned the list. One file caught his eye immediately. It was called "Odysseus.doc" and was last 

updated just one day before. 

"That would be too obvious," he said mostly to himself as he double-clicked on the file 

name. 

After a quick scan ofthe first page he said, "I've got what r need Pavel. You can take the 

rest of the day off. I'll call later if something comes up from the meeting. In the mean time, I'm 

going to be borrowing your laptop." 

Pavel paused. He wasn't one to part with his laptop. He had too many tools there that he 

had spent months "acquiring." But he also knew that Vlad was not one to be disobeyed. 

"Be careful with the laptop. I've been working on a potential new IE vulnerability and 

all my notes are stored there. Let me give you an account so you can get to the tools you need 

without messing with all of my short cuts." 

Pavel took the laptop back from Vlad and created a new user account. He then did a 

"change user" command, typed "boss" for the user rD, and pushed the laptop back across the 

table. 

"Your password is 'penguin'. Just call me and I'll come pick it up when you're done." 

Pavel stood from the table and walked away. At least Vlad was going to have to pay for his 

meal. 

As Pavel left the hotel restaurant, Vlad began typing his password. 
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"That kid never stops," he thought to himself as he finished typing the not-too-subtle 

reminder from Pavel that Vlad didn't really know how to use Linux even though he insisted on 

using it as his main operating system. Vlad found the document he had been reviewing and 

continued reading. It looked like Stepan had been given a research project by his employer. 

Stepan had filled this document with notes and information pulled from web sites. He had stmied 

with a company called Data Mining, Inc. based in Raleigh-Durham, North Carolina. He had 

some information about a small firm called 3DNF, Inc. that had been acquired by Data Mining 

within the last six months. Vlad found some links from the United States' Securities and 

Exchange Commission web site and the text from a press release about the acquisition (OPg. #) 

Then Stepan had listedsome names and email addressesthatbelongedtothe3dnf.com 

domain. Vlad could only guess that Stepan had "Googled" the domain name to harvest the 

addresses. If so, Stepan was a fairly resourceful researcher. (OPg. #) 

One of the names was in a red font instead of black like all of the others. Michael Rosel 

was someone of interest to Stepan. There were links to what appeared to be blog pages by 

Michael. There were even links to gambling sites. Then there were some notes by Stepan: 

Michael Resol is the best target. He is a network admin 

that has worked at 3DNF for five years. He has been passed over 

for promotions and he talks too much about his employer on his 

blog site. Both his blog and Facebook sits reference his 

favorite online gambling pages. I think he has some financial 

problems - see link below. 
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Michael's tech position, length of time with 3DNF and money 

problems make him a good candidate for deployment of our 

application. 

"Interesting, but what is the 'application'?" Vlad muttered to himself. He had an idea 

based on the name of the file he was reading. Vlad looked at his watch. He needed to move 

along. He would have to fill in the gaps during his meeting with Stepan. And there were other 

files yet to read from Stepan's laptop. 

Vlad shut down the laptop and stood to leave. He was in a good mood because of the 

progress so far. He left a large tip and paid for his and Pavel's meal. Outside, Vlad walked 

across Puskin Street and into the central garden at the middle of town. He made his way down 

the tree-lined walk, to the central fountain. On the far side ofthe fountain he tumed to his right 

and made his way to Columna Street. A left tum and one more block and he could see the 

outdoor cafe. 

As Vlad approached, he could see a small man in his thirties sitting alone at one of the 

four outdoor tables. He had blonde hair cut short, glasses, and sharp facial features. There was 

something about the way he moved that suggested to Vlad that whatever was around the next 

comer was sure to surprise this man. As Vlad approached, he saw that he was making a bad 

show of reading a newspaper. 

"Impressive. You don't look like someone who can read Romanian," Vlad said in perfect 

English. In fact, every word Vlad said sounded as if it had been given individual consideration 

before it was spoken. He knew his baritone voice was a tool he could wield effectively. 
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"I can't," Stepan admitted nervously. "But I thought I should at least take a look and see 

ifI could learn a little about the city." Stepan's Swiss accent was obvious to Vlad at once. He 

sat down in the empty chair across from Stepan. "Are you Simon?" Stepan asked. 

"Yes," Vlad lied. As sloppy as Stepan had been securing his laptop, Vlad knew he would 

have exposed too much about his activities. "That's why YOIl never lise your real name, " he 

thought to himself. 

"You must be Stepan." 

"My employer tells me you come highly recommended." 

"I finish my jobs efficiently if that is what you mean" Vlad responded. 

HUh, yes." 

Stepan was obviously new at this business. 

"What consultation does your firm require?" Vlad asked. 

"We need someone who can install a certain program on a computer inside a company 

located in Houston, Texas, USA." 

"What type of program, and what type of company?" Vlad responded. 

"A rootkit to answer your first question, and a database consulting firm to answer your 

second." Stepan responded. 

"That hardly seems like a task worth the cost of my skills," Vlad answered. 
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"We need to be certain that the program is installed on a patticular system and we are 

willing to pay to ensure that it functions as designed. We need this to be done discretely and 

efficiently," Stepan answered. 

"I can get that done. Is that all?" 

"There are a few other steps to help ensure the information we need is accessible. The 

details are documented for you." 

"Are you aware of my fees?" Vlad asked. 

"Yes," Stepan answered. 

Vlad took a pen and small piece of paper from his coat pocket and wrote "Volksbank, 

111-8-18-1-13-15-27-1" from memOlY (DPg. #). "Have the first half ofthe payment deposited 

here. I'll start as soon as I have confirmed the funds. And by the way, don't complain if you see 

any extra charges on your American Express card. I'll expect you to cover some of my travel 

costs." 

"Certainly. Do you have the necessary account information?" 

Stepan's confused look was a pleasure to Vlad. 

"I took the liberty of acquiring some financial information about you. Just a 

demonstration of the skills you are retaining," Vlad told him. "You're too inept to be doing 

this," he thought to himself as he met Stepan's surprised gaze. 
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"Yes - well- of course, we will cover whatever expenses are required to complete the 

job." Stepan took an envelope out of his coat and slid it across the table. "My employer has also 

provided some background information on the job that you will find useful." 

Vlad opened the sealed envelope. It contained a pen. 

"What is the pen for?" 

"It's a data storage device. If you pull the top off, you will see a USB connector for your 

computer. Inside is an encrypted file that details the instructions for your team, as well as the 

application we need installed on the target system. To access the files, you'll need the password 

- Odysseus." 

Vlad allowed himself a small smile atthat last piece of information. 

"As I said, I'll begin when I have confirmed payment." 

Stepan obviously wasn't sure what to do next. He began to gather up his newspaper and 

then paused. 

"I have to ask - I understand you operate in many countries, so why Moldova? Are you 

from here?" 

Vlad let out an honest laugh. 

"No, I'm not from Moldova. But I do have some family ties here. I have found the legal 

environment of this country to be accommodating to my line of work. Local talent, although 

sometimes hard to find, is quite affordable. People from here are anxious to find work that gets 

them out of the country. And for the right skills, I can offer that." 
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"Oh, well, that does make sense. I'll make sure everything is in order." Stepan stood and 

walked away. 

Vlad ordered a cup of coffee and then tumed on Pavel's computer that he was still 

carrying. He logged in with the "boss" account Pavel had setup for him and connected the pen. 

He opened a window to review the files on the pen. Sure enough - two files. One was called 

"instructions.exe" and "files.exe". Vlad double-clicked on the file called "instructions.exe" and 

was greeted with an elTor message. 

"Everyone assumes the whole world runs Windows," he muttered. Vlad looked through 

the program list on Pavel's Linux laptop. Sure enough - VMWare. Vlad launched the program 

and found that Pavel had several different Windows operating system images available. He 

clicked on the one Pavel had named "Surfing Win2K" and waited for it to boot. Vlad smiled

Pavel had modified that splash screen to show a penguin instead of the normal "Windows" 

welcome. It didn't require a password to open either. Vlad tried again to open the file. This 

time a window appeared asking for a password. He typed in "Odysseus". The program built a 

directory called "Transfer" on the desktop. Vlad opened the directory and inside were the files 

he expected. Vlad opened the one called "instructions. doc" and began to read. 

Thirty minutes later he was walking through town. It looked like he had to start his job a 

little sooner than expected. The last page of the file included instructions that he was to 

eliminate anyone who had complete knowledge of his activities - beginning with the individual 

who had delivered the instructions. At least there would be an extra payment for this service. 

He pulled out his cell phone and dialed a programmed number. 

"Da?" The course voice sounded half-asleep. 
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Vlad sighed disapprovingly as he answered in Russian "Andrei, Illeedyou t()p\ck 

someone up tomoTI'oW moming at 8:00am atthe Dedemonhotel in a taxi." 

Stepan was feeling pretty good the next moming. He had completed his first real "field 

assignment" without any problems. He also had finally put in motion an idea he had been 

working on for months. If Simon succeeded in setting up a reliable back door to the American 

company, he would be able to show his bosses a new revenue stream. Arbitrage of commodities 

had been lucrative to his firm for years, but it was old school. Arbitrage of information was how 

Stepan would become paliner. 

Stepan knew a former partner of Mark Richardson started his firm. The American had 

fled his home country after some questionable business dealings and set up an international 

trading company in Switzerland. Their new practice had been successful because of a 

willingness to deal with anyone. Stepan's plan would fit in just fine with such a firm. 

Stepan finished packing and went down to the lobby. He walked over to Viktor at the 

concierge desk. 

"Do you have that taxi ready for me?" 

"Excuse me sir, what room?" 

"330." 

"Oh yes. He is waiting for you just outside. Do you need help with your bags?" 
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"No." Stepan was ready to start making progress home. He walked out the door and met 

his ride. 

"Good morning. I need to go to the airport." 

"Yes, sir," was the response from the cabbie with a thick Russian accent. The cabbie 

took Stepan's bags and placed them in the trunk. Stepan got in the back seat and settled in for 

the brief ride back to the airport. 

The day was clear and crisp. There was a slight breeze, but everyone on the street 

seemed to appreciate the sunshine. Stepan noticed more of the city as they drove than he had on 

the way in the day before. This time his attitude wasn't as gray and he was able to enjoy what he 

saw. He saw mostly old, Russian-made cars on the streets. He noticed the small shops that were 

starting to open for the day. The park he had walked through the afternoon before was mostly 

empty. A few people were walking through, probably on their way to work. 

The traffic wasn't bad this morning. The drive down Bucuresti Street went quickly, and 

soon the city fell away and Stepan could see more of the landscape. Modest homes gradually 

yielded to countryside. The landscape seemed hard because of the coming winter, but the 

brightness of the day brought warmth in through the cab window. Suddenly Stepan's senses 

sharpened and he leaned forward in his seat. 

"Is this the way to the airport?" 

"Yes, sir," was the quick answer. 

"This doesn't look like the way I came yesterday." 

"Yes, sir," 
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"Do you speak English?" Stepan asked with growing concern. 

"Yes sir." 

That answer didn't convince Stepan. He leaned back in his seat and began to realize his 

problem. He was alone in a country he didn't know. His bags were in the ttunk. He couldn't 

communicate with his driver. But the driver obviously had a destination planned. He thought 

about jumping out of the car. But that didn't make sense either. He would be abandoning his 

bags, and he wouldn't know how to get back to the city or the airport. 

The cabbie turned off the road suddenly. They pulled down a gravel road, turned right 

past some trees and came to a stop beyond a little rise in the ground. Stepan looked around. He 

couldn't see the road. The cabbie turned off the car and got out. Stepan was too scared to even 

speak. His heart began to pound in his chest and his hands started shaking. 

Andrei opened Stepan's door and caught him hardin the mouth with his fist. Stepan 

slumped. He wasn't unconscious - at least not quite. The shock of the act had the desired effect. 

Stepan stumbled as Andrei dragged him from the car and tossed him to the ground outside the 

car. 

Stepan Senn looked up at the clear blue sky of a fall morning. He could hear the crunch 

of dry grass beneath him as he turned his head slightly. The cool air on his face felt sharp 

against the hot blood that trickled from the comer of his mouth that was quickly swelling. He 

tried to sit up, but his body wouldn't obey. There was a sharp sound of metal on metal. The 

sound was familiar, but his mind wasn't working fast enough to recognize his situation. He 

craned his neck as he struggled to look above him. He saw legs, a hard face looking down at 

him, and a gun. The shape ofthe gun seemed to grow large enough to fill all he could see. 

22 



Andrei pulled the trigger and walked back to his car. He would collect his payment from 

Vlad that afternoon for another completed job. Vlad had been keeping Andrei busy lately. 
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THE PROLOGUE Dl$$ECTED 

THE TECHNICAL CHAPTERS 

Since we are giving this one away for free we can't tell you what and how the technical 

side of the book constructed, in fact we will just give you the information and let you figure out 

which FICTIONAL STORY DISSECTED falls into what technical chapter I Recon I Scanning I 

Explore I Exploit I Expunge I IT Policy I IT Infrastructure I Software, Hardware, and Wetware I 

Bleeding Edge Technology I Hacker Culture I Easter Eggs I or I Misc. If you know you might just 

be on to something ... here we go! 

FICTIONAL STORY DISSECTED - Password Management. 

Page XX 

He typed in his overly long password, all the while wishing for some painful end for the 

skinny technician back at the office that insisted everyone had to memorize such nonsense just to 

gain access to their laptops. 

Stepan pulled out his access token and typed in the six -digit random number from the token and 

the four-digit PIN he had memorized. Soon he had established an encrypted .connection to the 

office back in Zurich, Switzerland. 

Password management is a critical part oflT policy. Without a strong password 

management solution, an organization will surely be caught surprised when a simple lucky guess 

of an employee's computer account password opens the door to the most confidential and 

proprietary information. 

Stepan needs to understand that the skinny network technician is his company's saving 

grace because the last thing his company needs is someone to guess his password and get into his 



laptop. The overly long password helps to deter hackers from brute forcing their way in. 

Sometimes hackers will take a long list of common words found in the English dictionary and 

run that against the login prompt until there is a match. Many password brute force programs 

will incorporate not only English dictionary words but also other languages too. Depending on 

information the hacker collected in the recon stage, he/she might realize if you are a US based 

company all they need is an English dictionary but if you are a worldwide American company 

with offices in Japan they might also consider including a Japanese dictionary listing. 

Stepan also uses an access token that has a randomly generated number on it to access his 

company's network. Stepan has just used two factor authentication to access his office back in 

Zurich. This is very impOltant to understand because to defeat this two factor authentication, a 

hacker must be able to obtain the token itself and then record the random number that is 

generated or they must be able to guess what the random number generated will be. Not only 

does the hacker need the random number from the token but they need the four digit pin that 

coincides with the randomly generated number. This is called a two factor authentication because 

Stepan must have the token and know the four digit pin. If he also had to swipe his finger on the 

laptop to gain access to his office's network that would be a third factor, and the use of 

biometrics to physically recognize Stepan. This is something he is. All three together are 

considered a three factor authentication method. This is the hardest to break into for hackers. 

FICTIONAL STORY DISSECTED - BIOS Password 

Page XX 

He turned on the power and hit the default key combination to modify the boot settings. No 
. 

power-on password. Pavel could always count on business-types to not think of the basics. 

They always thought spying was only targeted at govermnents. 
. . 



Pavel is using one of the oldest tricks in hacking. He is accessing the computer's Basic 

Input Out System (BIOS). The BIOS is software that controls all of the hardware components of 

a computer. The BIOS also allows the user or administrator to set a password to protect the 

computer from being turned on. Once this power-on password is applied the user must enter it 

every time the computer is turned on. Ifthe user does not supply the computer with the correct 

power-on password they cannot access BIOS, the operating system or even the logon screen for 

their account. As Figure P.I shows there is a spot for a supervisor and user to apply a BIOS 

password that will protect the computer from being turned on without proper authorization. Pavel 

makes a remark about business-types not thinking of the basics, well I wouldn't blame them in 

patiicular, I would point the finger at their IT people responsible for the company's password 

policy. 

Figure P.I - BIOS Password. 

FICTIONAL STORY DISSECTED - VPN RSA token one-time password 



Page XX 

Stepan pulled out his access token and typed in the six-digit random number fi'om the 

token and the four-digit PIN he had memorized. Soon he had established an encrypted 

connection to the office back in Zurich, Switzerland. 
. . 

In this situation Stepan is accessing his work's computer network remotely from his hotel 

room by setting up a virtual private network (VPN) between his computer and his office. A VPN 

is a computer network in which some of the links between nodes are catTied by open connections 

or virtual circuits in some larger networks (such as the Intemet), as opposed to running across a 

single private network. Stepan is using a secure VPN to gain access to his email server in his 

office. Secure VPNs use cryptographic tunneling protocols to provide the intended 

confidentiality (blocking snooping and thus Packet sniffing), sender authentication (blocking 

identity spoofing), and message integrity (blocking message alteration) to achieve privacy. When 

properly chosen, implemented, and operated, such techniques can provide secure 

communications over unsecured networks. 

Mobile VPNs are VPNs for mobile and wireless users. They apply standards-based 

authentication and encryption technologies to secure communications with mobile devices and to 

protect networks from unauthorized users. Designed for wireless environments, Mobile VPNs 

provide an access solution for mobile users who require secure access to information and 

applications over a variety of wired and wireless networks. Mobile VPNs allow users to roam 

seamlessly across IP-based networks and in and out of wireless-coverage areas without losing 

application sessions or dropping the secure VPN session. For instance, highway patrol officers 

require access to mission-critical applications as they travel between different subnets of a 



mobile network, much as a cellular radio has to hand off its link to repeaters at different cell 

towers. 

Before Stepan establishes his VPN he uses an access token to obtain a one-time password 

to begin the authentication process for set up ofa VPN. Figure 7.2 shows a picture of the token 

Stepan might have used to attain this one-time password. Other types of access tokens can look 

like Figure 7.1 and Figure 7.3. The purpose of a one-time password (OTP) is to make it more 

difficult to gain nnauthorized access to restricted resources, like a computer account. 

Traditionally static passwords can more easily be accessed by an unauthorized intruder given 

enough attempts and time. By constantly altering the password, as is done with a one-time 

password, this risk can be greatly reduced. There are basically five types of one-time passwords: 

1. Using a mathematical algorithm to generate a new password based on the previous 

password. 

2. Based on time-synchronization between the authentication server and the client 

providing the password. 

3. Using a mathematical algorithm, but the new password is based on a challenge (e.g., a 

random number chosen by the authentication server or transaction details) and a counter 

instead of being based on the previous password. 

4. Using a list of passwords printed on paper. 



5. Using portable electronic devices (e.g., mobile phones) as an out-of-band method for 

transmitting one-time passwords. 

Stepan uses the time-synchronized one-time password token method. There are many 

different kinds of tokens, some open up doors and others are used to simply generate random 

numbers. For instance, figure P.2 and figure P.3 are both tokens. But figure P.2 is a token for 

accessing a door and figure P.3 is a token used to access information from a network by using 

the randomly generated numbers displayed in the screen. Figure P.3 is the type of token Stephan 

used to access his corporate network. Inside this token is an accurate clock that has been 

synchronized with the clock on the authentication server. On these OTP systems, time is an 

important part of the password algorithm since the generation of new passwords is based on the 

current time rather than the previous password or a secret key. Mobile phones and PDAs can also 

be used to generate a time-synchronized one-time password. This approach could be a more cost 

effective alternative since most Internet users already have mobile phones. Additionally, this 

approach could be more convenient since the user would not need to carry around a separate 

hardware token for each security domain to which he or she requires access. 

Figure P.2 - Access token for door. 



Figure P.3 - RSA One-time-password token. (Time-synchronized) 

Figure P.4 - Other types of One-time Password tokens. (Time-synchronized) 



RSA SecurlO 50600 RSA SecurlD 510700 

RSA Sew riD 51D800 

RSA SecurlD 5D200 

RSA SecurlD 50520 

BlackBerry with 
RSA SecurlD software token 

FICTIONAL STORY DISSECTED - Clear event logs. 

Page XX 

Pavel took Stepan's laptop from Vlad and blanked the tln·ee Windows event log files. 

Next he changed the "Last logged in user" registry key so that it would appear that Stepan's 

account was the last one used . 
. 

Expunging the three Windows event log files and changing the "last logged in user" is 

critical to covering your tracks for a hacker. Pavel is a very skilled computer hacker and does not 

mind covering his tracks even though many nonnal computer users would not even notice things 



such as Windows event logs or who the last user logged in was. In fact you have to drill down a 

few Windows' menus before you can bring up the Windows Event Viewer and skim over the 

Application, Security, and System logs. But Pavel feels that he better be safe than sorry, because 

hacking is easily traced if you do not cover your tracks. Little things like this need to be 

tightened up when malicious hackers do not want anyone to trace their activities. 

So who can you prevent people like Pavel from expunging your logs? Well in the "STOP 

HACKING ME PLEASE!," section we will discuss how to secure log files so that only 

authorized users with proper permissions can access critical log files. 

STOP HACKING ME PLEASE! - Securing your logs. 

Everyone wants to keep their system's logs from being tampered with, right? Windows has some 

powerful logging features. Unfortunately, if you're stillIUnning an older Windows system, such 

as a variety of Windows 2000, by default the event logs are not protected against unauthorized 

access or modification. You might not realize that even though you have to view the logs 

through the Event Viewer, they are simply regular files just like any others. To secure them, all 

you need to do is locate them and apply the proper Access Control Lists (ACL). 

Unless their locations have been changed through the Registry, you should be able to find the 

logs in the %SystemRoot%\system32\config directory, see figure P.5. The three files that 

correspond to the Application Log, Security Log, and System Log are AppEvent.Evt, 

SecEvent.Evt, and SysEvent.Evt, respectively. 

Figure P.5 - %SystemRoot%\system32\config directory. 
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Now, apply ACLs to limit access to onlyAdministrator accounts. You can do this by bringing up 

the Properties dialog for the files and clicking the Security tab. An example is shown in figure 

P.6 with unauthorized user permissions for the guest account. In figure P. 7 the account for guest 

has been removed. 

Figure P.6 - Application log Properties dialog window. 



General Security I Summary I 
group or user names: 

!7l Administrators [CNAlAdministratorsJ 

Guest [CNA\GuestJ ~ rJ 
!7lSYSTEM 

Md ... 

Permissions for Guest Allow 

Full Control 0 
Modify 0 
Read & Execute 0 
Read 0 
Write 0 
Special Pel missions 0 

For special permissions or lor advanced settings, 
click Advanced. 

Remove 

Deny 

0 
0 
0 
0 
0 
0 

Adyanced 

OK I Cancel .1 apply I 

After you've done this, remove any users or groups other than Administrators and SYSTEM 

from the top pane. 

Figure P. 7 - Application Log Properties dialog window. 



General Security I Summary I 
,group Of user names: 

Agd ... Bemove 

Permissions far Administrators Allow Deny 

Full Control 13 D 
Modify 13 D 
Read & Execute 13 D 
Read 13 D 
Write 13 D 
Special Permissions D D 

For special permissions or for advanced settings, Ad;tariced 
click Advanced. _--':""_--l 

OK I Cancel 

Toleam more visit http://codeidoLcomlsqllnetwork-securitychacklWindows-Host-

Security/Secure-Y our-Event-Logs/. 

Event Viewer 

In Windows XP, an event is any significant occurrence in the system or in a program that 

requires users to be notified, or an entry added to a log. The Event Log Service records 

application, security, and system events in Event Viewer. With the event logs in Event Viewer, 

you can obtain information about your hardware, software, and system components, and monitor 



security events on a local or remote computer. Event logs can help you identify and diagnose the 

source of current system problems, or help you predict potential system problems. 

HOW TO - Event log types. 

A Windows XP-based computer records events in the following three logs: 

Application log: The application log contains events logged by programs. For example, a 

database program may record a file error in the application log. Events that are written to the 

application log are determined by the developers of the software program. 

Security log: The security log records events such as valid and invalid logon attempts, as well as 

events related to resource use, such as the creating, opening, ordeleting of files. For example, 

when logon auditing is enabled, an event is recorded in the security log each time a user attempts 

to log on to the computer. You must be logged on as Administrator or as a member of the 

Administrators group in order to tum on, use, and specify which events are recorded in the 

security log. 

System log: The system log contains events logged by Windows XP system components. For 

example, if a driver fails to load during startup, an event is recorded in the system log. Windows 

XP predetennines the events that are logged by system components. To read more visit 

http://support.microsoft.comlkb/3 08427. 

To open Event Viewer, follow these steps: 

1. Click Start, and then click Control Panel. Click Performance and Maintenance, then 



click Administrative Tools, and then double-click Compnter Management as seen in 

figure P.8. Or, open the MMC containing the Event Viewer snap-in. 

Figure P.8 - Computer Management. 

E; -~ System Tools 
[±] (Ej] Event lliewer 
[±} ~ Shared Folders 
IB-~ local Users and Groups 
!±; ~ Performance logs and Alerts 

-~ Device Manager 
$-~ Storage [±j-E Removable storage , ... 
, ~ Disk Defragmenter 
, . DiSk f.'lanagement 

!i; ~ Services and Applications 

and Applications 

2. In the console tree, click Event Viewer as seen in figure P.9. 

Figure P.9 - Event Viewer selected inside of Computer Management. 
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The Application, Security, and System logs are displayed in the Event Viewer window. 

Pavel changes the last user logged in on Stepan's laptop so when the computer boots up 

again the dialog box does not display a usemame other than Stepan's usemame he used to log 

into this computer last. Pavel is smart because if he had not changed the last user logged in fi'om 

appearing in the logon prompt window Stepan would have definitely noticed it because Stepan 

would have to retype his username to login. In figure P.lO the usemame "Administrator" was the 

last user to login the computer. 

Figure P.l 0 ~ Logon prompt 



[,[ser name: I Administrator 

Eassword: 

Qptions »1 OK I Cancel ....... - ....... ~---' 
In order to stop windows from showing up the usemame of the last user logged in 

successfully you would need to apply a minor registry hack which would prevent windows from 

displaying the last usemame logged in windows. 

HOW TO - Stop Windows from showing the last usemame logged in. 

1. Open Start Menu, click Run, type regedit and press Enter as seen in figure P .11. Then Registry 

Editor program will appear as seen in figure P.12. 

Figure P.ll - Run window. 

Type the name of a program, folder, document} or 
Internet resource, and Windows will open it for you. 

Qpen: I regedit 

OK Cancel e.rowse ... 



Figure P.l2 - Registry Editor. 
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2. Navigate to the following path as seen in figure. P.13. 

I 

1 

HKEY _LOCAL _ MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Winlogon 

Figure P.13 - Registry Editor navigation. 



iiUfflItg.;, 

•• 
,.:QPr<iiel,..t,;!; 

:..:.J rel<>':ed.cks" 
'1: {.J Secrdit 
£=::...JSth.p 
, [j5PCO<'pol: 
·.~W5_ 

;t, -LJ Sy:;I;,,-,Festc.s 
",,-;.::JTEf~5a'''''' 

1: CJ T~"'L"""'" 
.t CJ T''''~,g 
~- CJ Wp. 1 rnst,,;Ie, 

U Usa-.-..tokble.<i-""" 
CJ w.rdows 

i'i--dmm!l.'l 
±UV.iOW 

CJ l'l'PAEvont. 
, •. -C]Y,WF 

i CJ ~f\:lrl""I~N\-b::e< 
.:!: U \Io'ni:-w< Scrrpt i-f,y;t 

::0-: :.:J wW::''''' Scriptng filiI 
T '..J wr.dc", Searrn 
,~,{..J v,,:; ... 
ct;-QWlCS'.'C 

:±:UM:"Y~ 

~ tt;~1d:) '!~S-l---- . ~~tclset) ---

~"""'atet<i-CI'Jt! REG_5Z 0 
~",gocat~ HG_5Z 0 

~!>llXot~ W._SZ 0 
~A!b,:,wMtjbpl<!TS5, R£G_D'oI'ORO O,1lOOOOOOO{O) 

~AltDd'~ ... W>-Sl (fiJI 

~Ntc'OfWtU>.,.r .. , .. REG_SZ dJ>tI1 
';:jJkJ:uR6tOttsh&.! PEG_DWORD 0A1lOOOOOO1 (I) 

~c~"-.rJt PEG_SZ 10 

~~M"''''''d.,. HG_DWORD 0,00000001(1) 

~DE:bu;Per'-EfC""' .. REG_51 "" 
~(>ef"'~h, .. REG_SZ 0 .... 

~[,yaultlJ,<dI.>rr'" R£G_SZ dJ5tf1 

M1[,xtloCI:.V HG_DWORD lI>:OOOCQJOO(O) 
;mfQt(eurloc>);;,p1 R£G_DWD~D (h1)((lQoJOOO(O) 

BjRJS REG_DII'ORD (hQiXlOOOOl (I) 

~Qr1aD11 REG_Sl ~_diI 
!lJ~e",. FEG_D'1l0FD 1):>!l(J)OOOOl(l) 
;;m.,,,.,. HG_B!W:.RY 93 3J 0701 

J ~l~~Caption F1'(UZ 

~l~eT.'<t HG_5Z 
!ijLe>plT)'P" HGJ)W<)RD 

~=""",,d.,ptr,...,. HG_DV.'ORD 

_~_O;w#t .. ". fU:G5! 

-I 

:±" CJIt>z;D,o 
":~",,,,~a,or9 
,'t. 0 t-I;clIoPtu.]rI< 

c!} CJ U$tap<! 

I 

~PSL09O'1 HG_SZ £ l~tR<W~ RIG SZ I 

3. Right click in the empty area in the right pane and create a new registry key of type REG _ SZ 

with value named DontDisplayLastUserName and set the value to 1 to enable the key as seen in 

figure P.14, on the other hand value 0 will disable this key and windows will display the 

usemame of the last user logged in windows. 

Figure P; 14 - Registry Editor new registry key called DontDisplayLastUserName . 

. 
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There are a few freeware and shareware tools that can be used to change and record user 

logins. There is also a great tool used to expunge Internet Explorer logs. Some that we will 

. 

.. 

. 

discuss below are Lognamer, IEClean, Last True Login, lastLogoff.vbs, and Winzapper. The first 

two tools (Lognamer and IEClean) are used to manipulate andlor expunge the trace of malicious 

activity by someone who does not want to be caught missing around with a computers file 

system. 

HOW TO - Manipulate last user logged on using Lognamer tool. 

. 

Lognamer is a small tool which lets you change theusername .of the last user logged in, this way 

you can enter any other valid username on the computer to hide your own username from 

appearing the login dialog box. See figure P.IS for a screen shot of this tool. This tool is a 

dialog-tool for XP and allows you to set the winlogon default user names, so they show instead 

of the name you used for your current logon. Neat if you do not want peopleto know who logged 

-



on the last time! 

Figure P.1S - Lognamer tooL 

HKCU· DefaullUserName ladmin 

HKCU ·AltDefaultUserName Ifred 

HKLM • DefaullUserName ladmirl Change 

HKLM . AltDefaultUserName Jmike Change 

Quit 

DOWNLOAD HERE http://www.e-sushi.netlfiles/lognamer.zip 

HOW TO - Cleaning out the Internet Explorer cache, cookies, and history using IEClean tooL 

IEClean is a simple, yet effective cleaning utility by ecsushi. A screen shot of this tool is in figure 

P .16. It is the fastest way to clean up after yourself when you have used Internet Explorer on a 

computer, but do not want people to know where you surfed to. Or you can use this software to 

quickly reclaim some disk space. Whatever your reasons for using it may be: it cleans what it 

says, whipping the data found from your hard disk by overwriting the disbsectors with O-bytes, 

making undeletion near to impossible. 

Fignre P .16 - IEClean tool. 



1M';], 
Cache I 
Cookies I 

Typed URLs! 

Form history I 
IE history 

Clean all 

. 

DOWNLOAD HERE http://www.e-sushi.net/files/ieclean.zip 

STOP HACKING ME PLEASE! - Last True Login tool. 

What if you could find the true last logon time for every user and computer account. That would 

be great! No more malicious activity will get inmy way ... well you can clean up your Active 

Directory by easily identifying unused or obsolete user and computer accounts by identifying 

their true last logon time and account status. The true last logon time can be a problem for 

system administrators as different times are stored on each domain controller. The True Last 

Logon tool queries all Active Directory Domain Controllers to gain the true last logon time. The 

easy to use interface also shows the account expity date and time, whether or not the account is 

locked out and whether or not the account is currently enabled or disabled. Old or redundant 

accounts can be disabled or deleted from within the program, or you can choose to print or save 

the results to a CSVor tab delimited text file. Infigure P.17 the option to use TrueLat Logon via 

the command line is shown. Figure P.18 is the front end graphical user interface (GUI). 

Figure P.17 - Last True Login Command .Line Options. 
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r E:-tamp\e 1: Move aD liSers in the 'Managers' OU who have not logged on in the last 30 days to the 'Stale' OU. 

~ I IT lueLastLogon Inotloggedon Ifilter:30 IpathDU",Managers,OC",DomainDC",Com Ifile:MovedUsers.csv Imove:OU-Stale,DC",Domain,OC"'com 
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I 
Ideletel\ccollnt - Deletes the filterd accounts (No warning is given] -
10311- show all cols 
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Notes: , 

1: !file: and Ipath are mandatOfy arguments. , 
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~ Column, thai can be u,ed from the command fine , " 

10311 ~ lusername 
Ilastlogondate I IlasUogontirne 
Ilocked 

~I 
j/lastlogonlimestamp 
, lenabled 
IlexPi'Ydate 

lexpiryline 
, , Ibadpwdcount 

, 
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Figure P.18 - Last TlUe Logon GUI 
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DOWNLOAD HERE http://www.dovestones.com!Downloads/Demos/TmeLastLogonTrial.msi 

STOP HACKING ME PLEASE! - Recording users last logoff time . 

. 

Active Directory contains an attribute named lastLogoff alongside the lastLogon attribute. 

However unlike lastLogon the lastLogoff attribute is not written too and doesn't appear to be . 

used by Active Directory mnning on Windows 2000 or Windows Server 2003 Server. Microsoft 

has plans to use this attribute at a future date in the mean time we can use the solution described 

below. 

Recording users last logoff time 
. . 



One solution is to store a user's last log off time in another attribute which you can easily read 

using Active Directory Users and Computers and True Last Logon. When a user logs off a 

domain connected computer we can store the date and time in an unused Active Directory 

attribute. We can do this by runoing a script when the user logs off. When the script runs it uses 

the credentials of the user that is logged on (well logging off), by default a User has permission to 

update certain attributes within their Active Directory user object, some of these attributes are 

listed below. Active Directory does have an attribute named 'lastLogoff unfortunately this 

attribute is read-only so we cannot use this so we need to store the last logoff date and time in an 

attribute we can use. 

How it works 

1. Use the lastLogoff. vbs script to populate a chosen attribute with the date and time the user 

logged off. 

2. Edit the script so that date is being stored in an attribute you aren't currently using (see list 

below). 

3. Assign the script to run at logoffusing Group Policy. 

4. Add the attribute to True Last Logon by clicking on the 'Add/Remove Columns' button. 

5. When True Last Logon queries user accounts the last logoff date and time will be retrieved. 

The last logoff date can be stored in one of the following attributes. 

General Tab 

telephoneNumber 

wWWHomePage 

uri 

Address Tab 



streetAddress 

postOfficeBox 

I (City) 

st (State) 

postalCode 

Telephone Tab 

info (Notes, found on the Address tab) 

homePhone 

otherHomePhone 

pager 

otherPager 

mobile 

otherMobile 

facsimileTelephoneNumber 

otherFacsimileTelephoneNumber 

ipPhone 

otherIpPhone 

DOWNLOAD HERE http://www.dovestones.comlactive-directory/true-Iast-Iogonllast

logoff.html#script 

'<Script Starts> 

'Saves users logoff date and time 

'Use Group Policy to run the script when users logs off. 



ON ERROR RESUME NEXT 

Set objSysInfo = CreateObject(IADSystemInfo") 

strUser = objSysInfo.UserName 

Set objUser = GetObject(ILDAP://" & strUser) 

strlogofITime = Cstr(Now) 

'The logoff time needs to be stored in an unsed attribute 

'Select one attribute from the list below and uncomment that line. 

'objUser.info = strlogofITime 

'objUser.telephoneNumber = strlogofITime 

'objUser.url = strlogofITime 

'objUser.wWWHomePage = strlogofITime 

'objUser.streetAddress = strlogofITime 

'objUser.postOfficeBox = stl'logofITime 

'objUserJ = strlogofITime 

'objUser.st = strlogofITime 

'objUser.postaICode = strlogofITime 

'objUser.homePhone = strlogofITime 

'objUser.otherHomePhone = strlogofITime 

'objUser.pager = strlogofITime 

'objUser.otherPager = strlogofITime 

'objUser.mobile = strlogofITime 

'objUser.otherMobile = strlogofITime 

'objUser.facsimileTelephoneNumber = strlogofITime 



'objUser.otherFacsimileTelephoneNumber= strlogoffTime 

'objUser.ipPhone = striogoffTime 

'objUser.otherlpPhone = striogoffTime 

objUser.SetInfo 

'<Script Ends> 

PUBLIC RECORD ON TAP - Windows Security Log 

The Security Log 

In Microsoft Windows, there is a log that contains records ofloginllogout activity and/or other 

security-related events specified by the system's audit policy. Auditing allows administrators to 

configure Windows to record operating system activity in the Security Log. 

The Security Log is one of three logs viewable under Event Viewer. Local Security Authority 

Subsystem Service writes events to the log. The Security Log isone of the primary tools used by 

Administrators to detect and investigate attempted and successful unauthorized activity and to 

troubleshoot problems; Microsoft describes it as ''Your Best and Last Defense." l The log and the 

audit policies that govern it are also favorite targets of hackers and rogue system administrators 

seeking to cover their tracks before and after committing unauthorized activity. 2 

Types of data logged 

1 The NT Security Log - Your Best and Last Defense, R. Franklin Smith 
http://www.microsofi.comitechnct/archive/winntas/maintain/security/ntsecuri.mspx?mfr=true 
, Protecting the NT Security Log, Randy Franklin Smith, Windows IT Pro, July 2000. 
http://www.windowsitpro.comlWindows/At1icle/ArticleID/8785/8785.html 



If the audit policy is set to record logins, a successful login results in the user's user name and 

computer name being logged as well as the user name they are logging into. 3 Depending on the 

version of Windows and the method oflogin, the IP address mayor may not be recorded. 

Windows 2000 Web Server, for instance, does not log IP addresses for successfullogins, but 

Windows Server 2003 includes this capability. 4 The categories of events that can be logged are: 5 

./ Account logon events 

./ Accountmanagernent 

./ Directory service access 

./ Logon events 

./ Object access 

./ Policy change 

./ Privilege use 

./ Process tracking 

./ System events 

3 Tracking Logon and Logolf Activity in Windows 2000. Microsoft. http://technet.microsoft.comien
us/librarylBb742436.aspx 
4 Capturing IP Addresses/or Web Sen'eI' Logon Events, Randy Franklin Smith, Windows IT Pro, October 2003. 
http://www.windowsitpro.comIW indowsl Articlel ArticleID/40022/40022.html 
5 Auditing Policy, Microsoft. http://technct2.microsoft.comiwindowsserver/eniIibrary/962f5 863-15df-4 2 71-9aeO-
4b0412e297 49103 3 .mspx ?mfr=true 



The sheer number of loggable events means that security log analysis can be a time-consuming 

task. 6 Third-party utilities have been developed to help identify suspicious trends. It is also 

possible to filter the log using customized criteria. 

Attacks and countermeasures 

Administrators are allowed to view and clear the log (there is no way to separate the rights to 

view and clear the log).7 In addition, an Administrator can use Winzapper8 (see figure P.19) to 

delete specific events ii'om the log. 

Figure P.19 - Winzapper 

6 Five Mistakes a/Security Log Analysis, Anton Chuvakin, Ph.D., GCIA, GCIH. 
http://www.infosecwriters.comitexU·esources/pdfltop5-log-analysis-mistakes.pdf 

, 

7 Access Denied: Letting Users View Security Logs, Randy Franklin Smith, July 2004 -- intermittently broken link as 
of 2007-9-27. http://www.windowsitpro.comiWindowsSccurity/Article/ArticleID/42811/42811.html 
8 Winzapper is a freeware utility and hacking tool used to delete events from the Microsoft Windows NT 4.0 and 
Windows 2000 Security Log. It was developed by Peter Nordahl as a proof-of-concept tool, demonstrating that once 
the Administrator account has been compromised, event logs are no longer reliable. According to Hacking Exposed: 
Windows Server 2003, Winzapper works with Windows NT/2000/2003. 



,,:: WinZapper - http,l!'ntsecurity.nu _ m 
. Type I Dat"e:oa".n",dc'T",im",e"-'-::-c:==-,I_c",a",t",eg",or":YL-~~~~I.-,u,=s",er,:-:::== ~ More Info A I 
Success Audit Thu Feb 1519: 18:352007 Object Access NT AUTHORITY\SYSTEM SecurityA( i 
Success Audit Thu Feb 15 19: 18:352007 Object Access NT AUTHORITY\5YSTEM SecurityAi-J 
Success Audit Thu Feb 15 19: 18:352007 Object Access NT AUTHORITY\SYSTEM SecurityA' 

· Success Audit Thu Feb 15 19: 18:35 2007 Object Access NT AUTHORITY\SYSTEM SecurityA' 
Success Audit Thu Feb 15 19: 18:35 2007 Policy Change NT AUTHORITY\SYSTEM + + + +-
Success Audit Thu Feb 15 19: 18:40 2007 Object Access NT AUTHORITI'\SYSTEM SecurityA, 
Success Audit Thu Feb 15 19:18:402007 Object Access NT AUTHORITY\SYSTEM SecurityA> 
Success Audit Thu Feb 15 19:18:402007 Object Access NT AUTHORITY\SYSTEM SecurityA, 
Success Audit Thu Feb 15 19:18:402007 Policy Change NT AUTHORITY\SYSTEN + + + +-
Success Audit Thu Feb 15 19: 18:40 2007 Object Access NT AUTHORITY\SYSTEN SecurityAi 
Success Audit Thu Feb 15 19: 19:07 2007 Detailed Tracking TEST\Administrator 856 Admir 
Success Audit Thu Feb 15 19: 19:09 2007 Privilege Use TEST\Administrator Security -
Success Audit Thu Feb 15 19: 19:09 2007 Detailed Tracking TEST\Administrator 796 \WINI 
Success Audit Thu Feb 15 19: 19:09 2007 Privilege Use TEST\Administrator Security-
Success Audit Thu Feb 15 19: 19: 11 2007 Privilege Use TEST\Administrator EventLog 
Success Audit Thu Feb 15 19: 19: 15 2007 Detailed Tracking TEST\Administrator 796 Admir 
Success Audit Thu Feb 15 19:19:272007 Privilege Use TEST\Administrator Security-
Success Audit Thu Feb 15 19:19:502007 Privilege Use TE5T\Administrator Security-
Success Audit Thu Feb 15 19: 19:50 2007 Detailed Tracking TEST\Administrator 332 \Prog 
Success Audit Thu Feb 15 19:19:502007 Privilege Use TEST\Administrator Security-

• Success Audit Thu Feb 15 19:20:232007 Detailed Tracking NT AUTHORITY\SYSTEM 784 TEST~' 
Success Audit Thu Feb 15 19:24:142007 Detailed Tracking TEsT\Administrator 332 Admir 

· Success Audit Thu Feb 15 19:24:222007 Privilege Use TEsT\Administrator 
Success Audit Thu Feb 1519:24:222007 Detailed Tracking TEST\Administrator 

~iJ-.I __ ~---;:::=====:::::::=0'L 
I DeleteeventSandExit I I . Exitwithoutchange$1 

WinZapPel1,O '(e) 2000, Arne VictstlOO], am8. victstrom@ntseeurity."!1 • hltp:llntsecurity.nuftoolbox/win,apperl 

For this reason, once the Administrator account has been compromised, the event history as 

contained in the Security Log is unreliable.9 A defense against this is to set up a remote log 

server with all services shut off, allowing only console access. 10 

As the log approaches its maximum size, it can either overwrite old events or stop logging new 

events. This makes it susceptible to attacks in which an intruder can flood the log by generating a 

large number of new events. A partial defense against this is to increase the maximum log size so 

that a greater number of events will be required to flood the log. It is possible to set the log to not 

9 Winzapper FAQ, NTSecurity. http://www.ntsecurity.llu/toolbox/winzapper/ 
10 Know Your Enemy: II, Honeynet Project. http://honeynet.orgfpapers/enemy2/index.html 



overwrite old events, but as Chris Brenton notes, "the only. problem is that NT has a really bad 

habit of crashing when its logs become full."l1 

Randy Franklin Smith's Ultimate Windows Security points out that given the ability of 

administrators to manipulate the Security Log to· cover unauthorized activity, separation of duty 

between operations and security-monitoring IT staff, combined with frequent backups of the log 

to a server accessible only to the latter, can improve security. t2 

Another way to defeat the Security Log would be for a user to login as Administrator and change 

the auditing policies to stop logging the unauthorized activity he intends to carry out. The policy 

change itself could be logged, depending on the "audit policy change" setting, but this event 

could be deleted from the log using Winzapper; and from that point onward, the activity would 

not generate a trail in the Security Log.5 

Microsoft notes, "It is possible to detect attempts to elude asecurity monitoring solution with 

such techniques, but it is challenging to do so because many ofthe same events that can occur 

during an attempt to cover the tracks of intrusive activity are events that occur regularly on any 

typical business network.,,13 

As Brenton points out, one way of preventing successful attacks is security through obscurity. 

Keeping the IT department's security systems and practices confidential helps prevent users from 

II Auditing Windows NT, Chris Brenton. http://www.arcert.gov.ar/webs/textos/ntaudit.pdf 
12 Ultimate Windows Security, Randy Franklin Smith. http://www.ultimatewindowssecurity.coml 
13 Security Monitoring and Attack Detection, Microsoft, Aug. 29, 2006. 
http://www.microsoft.com/technet/security/midsizebusiness/topics/serversecurity/attackdetection.mspx 



formulating ways to cover their tracks. If users are aware that the log is copied over to the remote 

log server at :00 of every hour, for instance, they may take measures to defeat that system by 

attacking at : 10 and then deleting the relevant log events before the top of the next hour. I I 

Of course, log manipUlation is not needed for all attacks. Simply being aware of how the 

Security Log works can be enough to take precautions against detection. For instance, a user 

wanting to log into a fellow employee's account on a corporate networkmight wait until after 

hours to gain unobselved physical access to the computer in their cubicle; surreptitiously use a 

hardware keylogger14 to obtain their password; and later login to that user's account through 

Terminal Services from a Wi-Fi hotspot whose IP address cannot be traced back to the intruder. 

After the log is cleared through Event Viewer, one log entryisimmediately created in the 

freshly-cleared log noting the time it was cleared and the admin who cleared it. This information 

can be a starting point in the investigation of the suspicious activity. 

In addition to the Windows Security Log, admins can check the Intemet Connection Firewall 

security log for clues. 

Writing false events to the log 

It is theoretically possible to write false events to the log. Microsoft notes, "To be able to write to 

14 Hardware keyloggers are used for keystroke logging, a method of capturing and recording computer users' 
keystrokes, including sensitive passwords. They can be implemented via BIOS-level firmware, or alternatively, via a 
device plugged in line between a computer keyboard and a computer. They log all keyboard activity to their internal 
memory. 



the Security log, SeAuditPrivilege isrequired. By default, only Local System and Network 

Service accounts have such privilege.,,15 ~Microsoft Windows Internals states, "Processes that call 

audit system services ... must have the SeAuditPrivilege privilege to successfully generate an 

audit record.,,16 The Winzapper FAQ notes that it is "possible to add your own 'made up' event 

records to the log" but this feature was not added because it was considered "too nasty," a 

reference tothe fact ,that someone with Administrator access could use such functionality to shift 

the blame for unauthorized activity to an innocent pmty.9 Server 2003 added some API calls so 

that applications could register with the security event logs and write security audit entries. 

Specifically, the AuthzInstallSecurityEventSource function installs the specified source as a 

security event source. 17 

Admissibility in court 

The EventTracker newsletter states that "The possibility oftampering is not enough to cause the 

logs to be inadmissible; there must be specific evidence of tampering in order for the logs to be 

considered inadmissible.,,18 

FICTIONAL STORY DISSECTED - Infrared hotel attack 

Page XX 

"At DEFCON Major Malfunction presented a hack using a Linux box to break into 

hotel information systems through the TV set in a room. You can grab reservation 
, 

15 Auditing Security Events, Microsoft. http://msdn2.microsoft.comlen-us/library/ms731669.aspx 
l6 Microsofi Windows Intema/s, Microsoft. http://technet.microsoft.com/en-us/sysinternalslbb963901.aspx 
17 AuthzlnstallSecurityEventSource Function, Microsoft. http://msdn.microsoft.comlen-us/library/aa3 7 6314 .aspx 
18 EventTracker Newsletter, April 2006, Will your log files staud up in court? Authentication vs. logon events? 
http://web.archive.orglweb/20061 03 0 180841/www.eventlogmanager.comlsubpass/newsletter/apri106.htm 



information, TV movies they've watched, and sometimes even credit card information or read 

their emails." 

Adam Laurie, technical director of The Bunker, a managed network data services firm, is 

known as Major Malfunction in the hacker community. In 2005 at the Riviera Hotel & Casino in 

Las Vegas, Nevada, Major Malfunction stood up and walked to the podium at a well known 

conference called DEFCON. He was about to give a presentation describing how he was able to 

view hotel guests information using the in-room TV. Using a laptop, an infrared transmitter and 

a USB TV tuner Major Malfunction was able to pick up information through the hotel TV from 

the backend databases. These backend databases contained such things as billing for the minibar, 

remote-minibar locking system, room-cleaning status, and billing systems used to check account 

balances. 19 This bleeding edge technique allowed him to view the channels he wanted without 

the hotel knowing anything. It also gave him the ability to view other hotel guest's private 

channels where they would normally check their hotel bill from the TV. The whole thing started 

when he was bored in his Miami hotel one day and decided to see if he could watch some adult 

movies for free. To read more about Major Malfunction, visit 

http://www .defcon.orglhtmlldefcon-13/dc l3-speakers.html#major. 

FICTIONAL STORY DISSECTED - USB Knife, Swiss Army knife with USB storage 

Page XX . 

He removed a Swiss Army knife from his pocket. He opened a small connector from the 

knife, which fit neatly into the USB port on Stepan's laptop. Soon he was copying the "My 

Documents" folder from Stepan's laptop to his "pocket knife." 

19 A Hacker Games the Hotel by Kim Zetter, Wired.com, 
http://www.wircd.com/politics/security/news/200S/07 1683 70 

.. 



VI ad has all the cool hacking hardware including what you see in Figure P.20. A Swiss 

army knife with a USB thumb drive attached is a very convenient item to have on your person at 

all times for someone like Vlad. Vlad uses this device to conceal its true purpose as an external 

storage device. Vlad quickly snatches all of Stepan's personal documents from the "My 

Computer" folder, the default Windows folder for a user's documents, pictures, and music. 

Figure P .20 - Swiss Army knife with USB storage. 

FICTIONAL STORY DISSECTED - USB storage built into a pen 

Page XX 

"What is the pen for?" 

"It's a data storage device. If you pull the top off, you will see a USB connector for 

your computer. Inside is an encrypted file that details the instructions for your team, as well as 

the application we need installed on the target system. 



There are many kinds of common office supplies that are also used as a USB device for 

external storage. Figure P .21 is a picture of what Stepan might have given to Vlad. Also in figure 

P.22 is another common item everybody uses, a key. This key is special because it is a USB 

device. It looks and smells like a key but look closely and you will notice the rectangle shaped 

body of a USB device. 

Figure P.2l - USB pen. 

Figure P.22 - USB key. 

FICTIONAL STORY DISSECTED - Local .pst Files 



Page XX 

He looked in the default folder and quickly found the file he wanted. He copied the 

"outlook.pst" file to the pocketknife. This would give him a copy of all the emails Stepan had 

stored locally. With the email secured, he looked up at Pavel. 

Microsoft Outlook stores all of your email in a single file per email account you have set 

up. This single file is called a Personal Storage Table (.pst) and is a file used to store local copies 

of messages, calendar events, and other items within Microsoft software such as Microsoft 

Exchange Client, Windows Messaging, and Microsoft Outlook. In Microsoft Exchange Server, 

the messages, calendar and other data items are delivered to and stored on the server not the local 

computer. Figure P.23 is a screen shot of where the default location is for all .pst files. In 

standalone applications on local machines like Stepan's IBM laptop, the messages, calendar and 

other data items are delivered to and stored locally in a Personal Storage Table (.pst) file that is 

located on the computer. Now the .pst files themselves have the capability to be password 

protected. But even Microsoft admits that the password adds no protection, since anyone with 

access to your .pst file can simply remove the password using commonly available tools. For 

instance, PstPassword is a small utility that recovers a lost password for Outlook .pst files. Figure 

P.24 has a screen shot of this tool. 

Figure P.23 - Default folder for .pst files. 



Desktop 

ply Computer 

Figure P.24 - PstPassword tool. 

Filename 

o Copy of 1.pst Best 14 
o Copy (2) of 1.pst Best 14 
o 2.pst Best 14 
o a.pst Best 14 
o OOOO.pst None 14 

Best 23 

,1 My Computer 
10 adrrin2's Documents 
iQ bchapfll,3n's DoCUfoents 
i3 Benjanin J. Ch.apman's Doco, .. 

Shared Documents 
.;", locel I).;;k (c:) 
:;~ Documents .and Settings 

CJ bj,hapm 

U .LQcal Settings . /. 
\5 Application Dr 

pli,rosoft~;; 

~ 
DVD·RW Drive (D:) 

CRCValue Password 1 

Ox2dfd2d88 bt7Fl4 
Ox8blb92b8 SU48Y6 
Oxala5248e gr5q9 
Ox586a0425 2222 
Oxa52a526a EfsT04 
Oxccc6120d abed 

Password 2 

Pvjs27 
Q8SGI7 
OEeBW3 
YUTqJB 
TWYw76 
sph9to 

Password 3 

VNrljI 
WMfeYA 
LVA5c4 
hkMkvE 
yklQr9 
mRSGUI 

FuHp(", 

F:IDo 
F:IDo 
F:\Do 
F:IDo 
F:IDo 
F:IDo o abed. pst 

® Copy of abcd.pst Best 23 Oxccc6120d abed sph9tO mPSGUI F:\Do 
o Outlook. pst Compressible 23 OxOOOOOOOO F:IDo 
o 6.pst Compressible 14 Oxcfba9599 6 yZUzCC YUfCxF F:IDo 
o nir1.pst Compressible 14 Oxd0286bdi njrl IsCm61 SBEG68 F:IDo 
o 1.pst Best 14 Oxd7e37b41 4YCyv bi5gh4 1f3tA5 F:IDo 
o 1234.pst Compressible 14 Oxbaa73fbf 1234 yZdHpA hkNkwC F:IDo 
o 5.DSt Comoressible 14 OxO 000000 F:\Do" 

• • • -- - ------ -". 

116 pst file(s), 1 Selected--- bJ 

PUBLIC RECORD ON TAP - Microsoft said .pst files are vulnerable with passwords applied. 

The password protection for Microsoft personal infonnation store (PST) files provides only 

limited security. Adopting certain practices can increase this security. Utilities that can remove 



or bypass the password on a PST have been posted on the Internet. None of these utilities are 

endorsed or supported by Microsoft. 

Limiting physical access to a PST file increases the security of the data. Anyone who has 

physical access to a PST file and has one of these utilities can remove or bypass the PST 

password. These utilities will remove or bypass the PST password even for psn created with 

the Compressible Encryption and Best Encryption options. 

In order to protect sensitive e-mail against unauthorized access, consider the following practices: 

Do not use a PST file. Store all sensitive e-mail in the Exchange Server Information Store. This 

is the default configuration for all clients that are used with Exchange Server. 

If you need to use a PST file that is located on a file server or is in a shared directory, use file

level permissions to control which users can access the PST file. 

If you use a PST file that is located on your local computer, limit access to the computer by using 

password-protected screen savers, locking the computer, or locking the .office where the 

computer resides. If you are running Microsoft Windows NT, you can use the Windows NT File 

System (NTFS) to limit access to the owner ofthe PST. 

To read more visit http://support.microsoft.comfkbI143241. 

FICTIONAL STORY DISSECTED - U.S. Securities and Exchange Commission. 



Page XX 

He had some infonnation about a small finn called 3DNF, Inc. that had been acquired by 

Data Mining within the last six months. Vlad found some links from the United States' 

Securities and Exchange Commission web site and the text from a press release about the 

acquisition. 

Stepan uses www.sec.gov to find out more infonnation about 3DNF Inc. by searching 

through the EDGAR system provided by the US Securities and Exchange Commission's 

website. This site is a very powerful tool in researching public and private businesses who file 

their financials each quarter and each year. To demonstrate how easy it is to find certain 

infonnation that can help collect infonnation during the recon stage, Figure P .25 shows Google 

Inc.'s infonnation. In Figure P.26 Google's Inc.'s physical address and phone number are listed 

along with their mailing address. This infonnation is very useful to someone like Vlad who can 

now fly to California and look for potential employees that work at Google to target one of them 

for more infonnation. Vlad also has an upper hand through obtaining Google's phone number. 

He can start conducting social engineering probes by paying some college student from the local 

area to call Google's number and asking some more probing questions like, "What are the 

working hours for Google employees?" What if you had Google's CIK number? Well with a 

CIK number you can find out many things, for example who the stockholders and owners are of 

that company. In Figure 1.3 sec.gov provides the CIK number for Google and also other helpful 

facts. For instance, the kind of company Google is (SIC: 7370 - Services-Computer 

Programming, Data Processing, Etc.), the location (CA), where Google was incorporated (DE) 

and their fiscal year end (12 month calendar ending December 31st each year). With such 



information you can arrive at what Figure P.28 is showing, ownership data. Vlad did not do 

anything illegal when he found information on 3DNF's acquisition with Data Mining from 

sec.gov, but what he used the information for was illegal. The US Securities and Exchange 

Commission website is a very powerful tool in the art of recon. 

Figure P.25 - Google Inc. on SEC.gov. 
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Figure P.26 - Google Inc.'s address and phone number. 

Business Address 
1600·AMPHfTHEATFIE PAFlIWIAY 
MOUNTAIN VIEW GA 94043 
6506234000 

Figure P.27 - Google Inc.'s financial details. 

Mailing Address 
1600 AMPHffHEATFIE PAfOOIlAY 
MOUNTAiN VlEWCA fl4043 



Google Inc. CIK#: 0001288176 (see all company filings) 
SIC: 7.370 - SERVICES-COMPUTER PROGRA.MMING, DATA PROCESSING, ETC. 
State location: CA I State of Inc.: DE I Fiscal Year End: 12.31 

Figure P.28 - Google Inc. 's owners. 

Ownership Reports from: (Click Qil o\,'mer name tc sae other issuer holdings for ths owner, or elK for Q,\-fl.::;r fllings,) 

Ownership Data Filings Type of Owner 

AMERICA ONLINE INC 0000883780 10 percent owner 

YAHOO INC 0001011006 other: See remarks 

DOERR L JOHN 000103?455 director 

TIME WARNER INC 0001105705 10 percent owner 

REYES GEORGE 0001184217 officer: Chief Financial Officer 

OTELLINI PAUL S 0001188930 director 

HENNESSY JOHN L 0001198046 director 

MORlTZ MICHAEL J 0001201045 director 

LEVINSON ARTHUR D 0001214128 director 

SCHMIDT ERIC E 0001242463 director, officer: CEO, Chairman 

MATHER ANN 0001244892 director 

PICHETTE PATRlCK 0001275968 officer: SVP E, Chief Financial Officer 

Kordestani omid 0001294397 officer: SVP, World I/!,Iide Sales!Oper, 

Rosenberg Jonathan J 0001295029 officer: VP Prod, Mgmt. 

Drummond David C 

Brown Shona L 

0001295030 officer: VP, Gen. Counsel, Secty 

0001295031 officer: VP Business OpeL 

Brin Sergey 0001295032 director, 10 percent owner, officer: President,. Tech, Asst. Secty 

Shriram Kavitark Ram 0001295084 director 

Rosing Wayne 0001295085 officer: VP Engineering 

Page Lawrence 0001295231 director, 10 percent O\'iner, officer: Pres, Products, Asst, Secty 

Eustace Robert Alan 0001323010 officer: Vice President of Engineering 

Ti!ghman Shirley M 0001340514 director 

FICTIONAL STORY DISSECTED - Harvesting addresses . 

Page XX . 

Then Stepan had listed some names.and email addresses that belonged to the 

3dnf.com domain. Vlad could only guess that Stepan had "Go ogled" the domain name to 

harvest the addresses. If so, Stepan was a fairly resourceful researcher. 
.. 



Stepan is smart because he realizes that using a free service like Google can allow him to 

harvest millions of email addresses and then if he wants he can drill down even more specifically 

to certain email addresses he might want to pay more attention to. How did he do it? Well Stepan 

used a string of text in the Google search bar that might have looked like this: *mail *3dnf.com 

fiJetype:xIs, as Figure P.29 shows. 

Figure P .29 - Stepan using Google to find 3DNF email addresses. 

Google !'maJl'3dofcom filetypexls 

---~--"~~-

Web Sho'w options .. Results 1- 2 of2 for "'mail "'3dnf.com flIetype:l!ls. (O.15 seconds) 

[XLSj Co - [ '(:in'l.,te_lli~~ I 
file forr(,~t, Microsoft Excel - VI;:'f.l $IS HTML 
8, Trophae du Multicoques, La Trinile: 2 - 3 _ tlnf- dns - dns =: 5eJE .•..• 36, decembre: Mail 
re~u de Mr Pironneau, qui envoie ces photos: ... 
'f.NN,_illsi(!lrejesh<llfs. (tmlfQIJ"'lh~1 'X.='OT 'JlmeriF ollllu\t/;-:)2040 ;::js . Sin,!I",! Q~~,ll:"" 

PCLS)In Transit Sending - Juty 2008 
File F orr(l81. Microsoft Excel 
$16.95, i4:844471, 34567007533605, In Transit, from 3mcirc to 3dnf, Apti114, 2008 ...... 
3760, zbjpt, PS ANF MAll, Susy kids busy days_ Spring & summar. ... 
rmembel emeil'!':"" nf'tir(,ernberfdsf.2Dl}3/.JuD;3InTlan~,itSendir'9 y)s - ::;im:!,ll 0-'1(18)--

l"'me.iI"'3dnf.com filetype:xls Search I 
Sealch Within reS-lilts - L8ntJu"we Tools· Search Help· DIssatisfied? Heir us improVE! - Try Go091e Experimental 

Google Home· Aclvertis1flq Programs· Business SolutIOns - Privacy - ,A,bout Google 

r,;;;~ .--------

The first word "*mail" specifies that you are looking for mail with an asterisk (*) 

allowing that word to be proceeded by anything. The next word "*3dnf.com" tells Google what 

domain you want to find email addresses in. And lastly the "filetype:xls" only searches for files 

with an .xls extension which means Microsoft Excel spreadsheet files. In Figure P.30 Google has 



searched for email addresses within the U.S. Department of Veterans Affairs (va.gov) domain. 

Figure P .30 also shows that there are 15,700 results for spreadsheets within the va.gov domain. 

Figure P.3l shows the contents of just one ofthe 15,700 spreadsheets. Over 80 email addresses 

have been found by just one click of the mouse using Google. This is recon and this is how 

people like Stepan find their targets. 

Figure P.30 - Google email harvesting using "*mail *va.gov filetype:xls" 



Llll I '!"~t I http://www.goog!e.comJ#hl=en&q=*ma~+*va.gov+fUet) '-t) 
N81,-VS Shopping Gtnail more .. 

Googie l'mail'Vdgovfiletype:xls Se h 1 AdvaM€:d S€:dfCh 
arc Preferen<;es 

Web Show options. <. Results 1 - 10 of about 15,700 for 'mail "v •. j/l!l1 flIety".:xls. (O.36 seconds) 

[XlSI VA Patterns Recllsliy 
File Format: Microsoft Excel.t\)f'€;~v-asHiML 
firstname.lastname@mail.va.ii()"v-:j;"Em'e'r'glng Standard: firstname.lastname@va.gov, Mr 
Rodney Emery (PIvI) 005N5 304·262-7331 rodney.emery@va.gov, TRIvI Sec 5.3.8 ... 
\WN-/.Ba. oil. va, gov!apps/8a:~'/4_3lextDocs!8aiFEA/Pattem%20R8gi~;tty. ::{Is - :::::imilar paqe~: 

[XLSJ Sharible Services 
File Format: Microsoft Excel- View as HTML 
All facilities will be available by January 2006, Ray Poore (PIvI) 202-273·6520 
ray.poore@m.iI.va.gov, Office of Asset Enterprise lvIanagement, 5·Year Capital ... 
WV1·;V. ea. oit.va. govlapp:3/eas/4 _.3/e}~tDoc'E.Je8/FEA/SRr\lIS{.20Re9jstf)", xis" Sirniiar paqe':: 

[""SI VPSA Tech Notes V 
File F onnat: Microsoft Excel - Viev1 as HTML 
65, Date: SNAP Account Number: 125·28, E-mail: VPSA@doe.virginia.gov. 66. 67. 68, C. 
Reimbursement: Total Amount of this Reimbursement: $0.00 ... 
VN/vV, doe. virg i tl i-a. 9 ov/\/DOEJT echnology Isolter h/cioc s/h~e imbu rse SpI05Sef ie s5, ;d:::: -
Sitnilat Qaqe~, 

[XlSI Malor Communications 
File Forrnat: Microsoft Excel· Vievi as HIMI 
VA's Intemet site -'y\MJW.va.gov!recovery - provides current information about .•. they receive 
their monthly VA benefits (either by direct deposit or mail) .... 
VN/'ll, va, gov.!recoveryl2009lD4/l0/comnis;VA_MAJOR_COMI\.1UNICAT10NS_1, )\18 • 

Simil:3r f,JOjq% 

[XlSINSTRUCTIONS 
File Format: Microsoft Excel 
Chester, VA 23836 ifacoordinatol@vita.virgini •. gov, • Copy of Report of Sales, Email. 19. 
20. 21 , What happens if I do not repoll my sales or submit ... 
\-,NN1, vita, vi rgi ni 3_ gov!uploadedF ile slSe tv1/SupplierRe portof3ale s Template. xl::; - :-::irnilar p 8q88 

IXlSI VA Sample 

Figure P.31 ~ Spreadsheet with va.gov email addresses and much more. 
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PUBLIC RECORD ON TAP - Real-Time E-mail Harvesting. 

Real-Time E-mail Harvesting on Twitter: Careless users unwillingly maintain an up-

to-date list of e-mail addresses 

By Lucian Constantin, Web News Editor, 14th of May 2009, 10:21 GMT 

Just one day after a method of harvesting e-mails from Twitter was exposed on 

WebProNews, a proof-of-concept Twitter e-mail grabber was released. The technique 

relies on using the service's real-time search function to exploit the carelessness of users 
. 



who post their addresses in status updates. 

There is nothing new about the fact that spammers and e-mail marketers are using 

automated tools to locate e-mail addresses through Google, Yahoo! and other search 

engines. Some are also employing their own custom-coded robots that crawl the web 

specifically for this purpose. Such programs are. called e-mail harvesters or grabbers and 

the action ecmail harvesting. 

So, why would Twitter be any different in this respect? As it turns out, it is and it isn't. It 

is, because someone posting their e-mail address within their messages automatically 

makes it searchable, just like people posting it on their websites make it available on 

Google. This might seem obvious to many of you, but, judging by the feedback received 

on the issue, even knowledgeable users have overlooked this simple fact. 

To read more visit: http://news.softpedia.comlnewslReal-time-E-mail-Harvesting-on

Twitter-l 1 1609.shtml 

Maltego 

Maltego is an open source intelligence and forensics application. It allows for the mining 

and gathering of information as well as the representation of this infOlmation in a meaningful 

way. Maltego is also featured in Backtrack 4. 20 Figure P.32 is a screen shot of this tool and the 

website is http://www.paterva.comlmaltego/. 

20 http://www.remote-exploit.org/news.html 



Figure P.32 - Maltego. 
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FICTIONAL STORY DISSECTED - The account number. 

Page XX .'. . 

Vlad took a pen and small piece of paper from his coatpocket and wrote "Volksbank, 

111-8-18-1-13-1~-27-1" from memory 
. 

Vlad's Volksbank account number is a derivative of the number used in the Bourne 

Identity. "A wounded man is found by a village doctor on beach in France. Taking care of the 

found, the doctor finds a microfilm under the man's skin. Under the microscope the microfilm 

shows a Swiss bank account number as seen in figure P.33. Since the man has lost all memory of 



his life and identity, he decides to go to Switzerland and find out what he can about himself from 

the account number. We later learn that this man is an American spy called Jason Bourne.,,21 

Figure P.33 - Microfilm Swiss bank account number 

THE PROLOGUE DI$$ECTED ALL OVER ... but wait the real book is on sale 

at amazon.com! 

2 I http://swiss-bank-accounts.com!e/fictionlbourne-identity-1988/index.htm I 




