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What are we trying to protect 

• Safe surface operation 
• Efficient surface mobility 
• Reliable and trusted information to the 

public 



Why Surface Transportation? 

• Hacker mentality: Naturally curious 
• Hacker mentality = Mountain climber 

mentality 
• Engineers build system to function 

 



























Field Devices 
• Attackers are not traffic engineers 
• Examples: 

– Highway-to-hell-hacking-toll-systems (2008) 
– The Anatomy of a Subway Hack (2008) 
– “Smart” Parking Meter Implementation, 

Globalism, and You (2009) 
– How to hack a country’s transport network 

(2012) 
 



Field Networks 
• Wire Theft 
• Wireless Systems 

–Leased 
–Owned (APCO P25, 4.9GHz) 

































Where to Get HELP! 
Multi-State Information Sharing & Analysis 
Center (MS-ISAC)  

http://msisac.cisecurity.org 

Computer Emergency Response Team (CERT) 
• http://www.cert.org 

• Document: Roadmap to Secure Control 
Systems in the Transportation Sector 

• Very good source on Insider Threat and 
Prevention 

Microsoft Technet 

ISO/IEC 27000 

Information Security Forum 
“Standard of Good Practice” 

 

Industrial Control Systerm-CERT Self 
Assessment 

http://ics-cert.us-cert.gov/Assessments 

National Institute of Standards and 
Technology 

http://csrc.nist.gov/index.html 

SANS Institute 
• http://www.sans.org 

• http://ics.sans.org 

National Vulnerability Database 
http://nvd.nist.gov 

AntiVirus 
• http://av-comparatives.org/ 

• EICAR virus scanner tester 
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