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What are we trying to protect

e Safe surface operation
* Efficient surface mobility -

 Reliable and trusted information to the
public |



Why Surface Transportation?

 Hacker mentality: Naturally curious

* Hacker mentality =‘Mountain climber
mentallty

* Engineers build system to function
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Contests 2 .
myBART sends out a free weekly email

Discounis full of entertainment news, ticket
giveaways and g discounts to events

Eree Evenls happening cose to BART stations.

Destinalions Besame a myBART member to enter our i
contests for a chance to win some free »
bickets, or explore the site nght now to

Join myBART gee this week's discount offers and find m
something fun to do that you can nde

About myBART SART to.

BART.gov myBART. Providing weekly réasons to get
off the couch.

Trip Planner
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"Sooner or later the people in this country gotta realize the government
doss not give a fuck about them. The government doesn’t cars about you, or your children,
or your rights, or your welfars, or your safety, it simply dossn’t give a fuck about you.
It"s interested in its own power, that's the only thing, keeping it and expanding it wherever possible.”
FELEPIIEPIERTTIEIEFL AL R T PP i E PP i i i i d i i i i i it iiirdiddiiiiiiriiirsiidiiririisg
#f #OopBart #Bart-Action #FREETOPIARY #FREEMERCEDES #FREEERADLEYMANNING #Tustice for Oscar Grant fH#
### No Justice, No Bart ### UL In The Bay ### Bay Of Rage ### Anti-sec #Justice for Charles Hill ###
FELLIILIII TP A0 II R I I P8R r P d 7 it P i i i it i i i ddidiiiiiiriiiiiiidiiriidiiriiiiiess
IR NSNS NSNS
Your Website has been hacked and database has been leaked by:
i #tOnicwater #Bléckibby #NaDa #Tanko #inonymous #hackers HHHE
FELLIILIII TP A0 II R I I P8R r P d 7 it P i i i it i i i ddidiiiiiiriiiiiiidiiriidiiriiiiiess
Dear Bay Area Rapid Transit, The People and All Government Agencies,
We are Anonymous, we are your citizens, we are the people, WE DO HNOT TOLERATE OPPRESSION FROM ANY GOVERNMENT AGENCY.
EART has proved multiple times that they have no problem exploiting and abusing the people.
First they displayed this by ths two recent killings by BART police. Under no circumstance, unlesss polics are shot at,
maks police killings acceptabls. Hon-lsthal weapons were availabls to uss during both incidents,
providing even that was necessary, but instead they shot to kill. Next they violated the people’s right to assembly and prevented
other bystanders from using emergency services by blocking cell phone signals in order to stop a protest against the BART police murders.
Lastly, they set up this wshsits called mybart.gov and they stored their membsrs information with virtually no sscurity.
The dats was stored and easily obtainable via basic sgli. &ny & year old with a internet connection
could have done what we did to find it. On top of that none of the info, including the passwords,
was encrypted. It is obvious BART does no give a fuck about its customers, funders and tax paysrs, THE FEOFLE.
The governments and goverrment agencies of the world are becoming tyrannical and oppressive,
and the people are responding and will not take your shit for much longer. The people will fight
this oppression with protests, dewmonstrations, riots, hacking, ddos, online attacks and by any other wmeans.
We will not allow ourselwves to be killed, exploited, or get shittsd on. From ths strests of Chile,
England, Portland, San Francisco, Oakland, the people are rising up and we will support each other and
stand in solidarity against any injustice. Worldwide resistance is happening,
we will participate in solidarity against oppression. SOLIDARITY IS OUR WEAPON.
Thus below we are releasing the User Info Database of MyBart.gov, to show that BART doesn't give a shit about
it's customers and riders and to show that the people will not allow you to kill us and censor us. This is
but the one of many actions to coms. We apologize to any citizen that has his information published, but
you should go to BART and ask thewm why your information wasn't securs with them. Also do not worry,
probably the only information that will ke abused from this database iz that of BART employees.
Greetz to TeaMpOison, lulzsec, anti-sec, anarchists, anon, bay of rage, No Justice, No BART, Ui in the bay,
Your anon news, anonymous ire.
World Wide Holidarity, "join us to make 2011 the year of leaks and revolutions."”
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team devteam@interactivate.com F75-232-6857 Ca 92126 Interactivate admin123 cxqPgw73st
Partner partner@ interactivate.com 92101 partner mszBsracic
R ganass8 @hotmail.com 510-533-1092 94606 3coyasarl wifbgostan
Takeshita elmotakeshita@yahoo.com [of:) rider w4 Efy Sefuc
Crowe porowed® aptv.com 94110 rabom ak509 Zywyydmyp3
Elmore delmore449@aol.com 94597 blessed Zrrj4pavs7
Cravens marthacray ens® hotr ail.com 94037 [EREREEN napdhngicu
AMPorter@aol.com ch 94526 igm ajor ruriagps4h
Hsueh singkat@yahoo.com 408-515-7515 ESDBEDIX San lose [o7:) 95159 k affeine whsasuigip
Brennecke john.brennecke®@m ckhboc, com 94104 4nlie2iter nEeh2xwm vd
Patterson leepa2@yahoo.com 94618 mercie urdmiGgwgu
Taradash rtaradash@act-sfbay .org 94108 6olfleka g&je87 fwsal
aray rnomis19@y ahoo.com 94530 2oalloid whaquzzfvd 4
floresks@hotmail.com 94126 4itkalizie ps49m4f2an
Mattonen 2ming4m e@att.net [of:) 94549 JadePiggy zzwokmbven
batz batzm an@®hotm ail.com 510 745 9445 Eeﬁrgfenak fremort ca 945326 leniredl asressw7sk
Bogin bogin@sbeglobal.net 94530-1424 2ral7 raff Stf7esyagw
Goncalves bgoncalves® hewrn .com 94580 cocoald thozwz wwiw
arm aliav ass@yahoo.com 94015-1228 Orutigoss Gagsicrkes
em ariev@aol.com 94501 Blout2rina frrakofvy m
Garcia-Mitchell  evagm@barra.com 94509 4wiss3ala wedby 24 330k
smiller@library berkeley. edu 94530 smlller edwe?fay93
Sharigalvi@hotmail.com 94536 Gorchilappy tdvflbigdy 3r
5400 EL
FRAZIER jrfrazier48@® comcast.net 510.535.2120 CAMIE OAKLAND [of:) 94619 cherylann ewrgffy jhyd
AVENUE
Redka jredka@msn.com 94563 19371941 a47djtgnsg
Appel LM _Appel@yahoo.com 94705-1741 1nautica rue2ryfry
Aparicio aparicio@welsfargo.com 94105 Oadr2izen ryedpp9zp9
campos M aria.Campos@ Cloros.canm 94580 Qigquedunmy S2twhg7 293
Bloomberg lbloombe@ch2m.caom 94530 Ziant2ugur wiuntgtyga
fullican mullican@wellsfargo.com 94552 sashal wdgp2z 4t0a

+it
+H#+
#H#
i
HH#

utype_id

HFHERERERE B RHERRR B HRRRERROO

.

e e

bid

21f63c6e97 1cd913a9
0707 b66 0200382081
9b2d73 1d43c6fe2foal
9abfalcaB07eec 1o41]
S0cadSad4143bd7ebs
836557554begb7da ol
faecadosfeat adeb37 cl
ffebd3832had8 107 cfe:

chbfe9e539bd4d4a86¢

39f3dS398c49f6 00CT:
5020dae93dAZedfsbe:
doagdigash? 660a69F
chaSda2 45415001 96¢
698e11974dc338f520
439062f8ed? 7108f3 1

95710d04638 ac7ed 2

47a1cd740f90e6d446
0l4aebaedabdfS6e0 1
703798558f7eedcS24
efee07ab9 1d6032529.
S46f 3737 a0d2afcoa0r
7345680c0d199492 3
4b330e5fb4 Bab&al5ct

7778cd1as69dEe 84

eaZed7OB3I505a41f7 6
cd325eb286e8628402
bOGege102ah9 6hS 55
8de7S00346feae3002
df7d07c8943da30bfae
23269349ebeB661d13e



Ap The Associated Press " Follow

Breaking: Two Explosions in the White
House and Barack Obama is injured
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Field Devices

o Attackers are not traffic engineers

e Examples: o . e
— Highway-to-hell-hacking-toll-systems (2008)
—The Anatomy of a Subway Hack (2008)

— “Smart” Parking Meter Implementation,
Globalism, and You (2009)

— How to hack a country’s transport network
(2012) *



Field Ngtworks

e Wire Theft

e Wireless Systems

—Leased _
—Owned (APCO P25, 4.9GHz)



THE WALL STREET JOURNAL.

WS 1.com

HOVERMBER 21, 2008, 2:26 F.M. ET

Obama'’s Cellphone Account Breached by Verizon
Employees
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It exploits the following vulnerabilities in
Microsoft Windows to spread copies of
itself via networks and removable drives:

Iii_ installs server and
client components to
vulnerable systems to
execute certain back-
door functions to any
client that it can con-
nect to.

It connects to a remote
server to test for inter-
net connection and to
send and receive com-
mands from a remote
malicious user.

It attempts to gain
access to the back-end
SQL database of WinCC
SQL server using CVE-
2010-2772 to allow an
attacker to view Fgﬂ_]ect
databases and informa-
tion from vulnerable
SCADA systems.




The Washington Post

Humming along with technology, until it's not

Computer meltdown creates traffic-light chaos in Montgomery

By Ashley Halsey III
Washington Post Staff Writer
Thursday, November 5, 2009
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Fannie Mae Logic Bomb Would Have Caused
Weeklong Shutdown

By Kevin Poulsen B4 January 25, 2005 | 10:41 am | Categories: Threats

|'I |'I .‘.Ej - |

& logic bomb allege dly planted by aformer enmneer at mortgage finance company Fannie Mae last fall would
have decimated all 4,000 servers at the company, cansing millions of dollars in damage and shutting down
Fannie Mae for aleast a week, prosecutors say.




"

7 UOQM\Mgotor Controller®  _busv0l X]

System Confiauration Files
Edit System Configuration: Default_RTD.qgsc

bl s

General Torque/Analog lnigtaljcml
Torque Tables

These tables control torque limits acting on the motor over its speed range, The 100% Accel table controls maximum motoring, the
100%: Brake table controls maximum generation, and the Creep table controls torques when “zero torque” is requested.

RPM: 0 300 600 900 1200 1500 1910 2100 2400 2700 3000 3300
100% Accel Torque] 200 | 200 || 200 || 200 | 200 | 200 | 200 | 200 | 200 | 200 | 191 | 173

Ol ok 13kW  19kw  25kW  31kw  40kW 44k SOkW  57kW  6OkwW  6O0kW

100% Brake Tarque| 200 | -200 | -200 | -200 | -200 | -200 | -200 || -200 | -200 | -200 | -191 || -173
-Okw  -BkW <13k -19kw  -25kw -31kw  -40kw  -44kw  -SOKW  -S7KW  -BOKW  -6OKW

[ Creep anq_lel ¥} l ] I 0 l Qi I [l l 0 | 3] I il ] 0 I 0 I 1] l 0
ok Okw  Okw  Okw  Okw  okw  okw  Okw  Okw  Okw  okw  Okw

—Speed Safety —Hand Controller Settings
In situations where the motor speed goes over these speed limits, the system : : ‘
will reduce the motoring torgue to prevent the moter from going Faster, Note: Yalues in volts. Range: -0.5Y - 5.5%
—Forward Direction —— —Reverse Direction - Accelerator Brake
Speed Limit (RPM): 3600 | -3600 Maximum Error: | 4.75

Maxm.mnllow&d:l 4.5 [ 45

BT
RPM Range for FT

300
Torque Reduction:

Mirimum Allowsd: | 0.5 EE

= Torque Limiting | Accel->Zero Torque | | & Accel->Zero Torque

over Range! | ™ accalsBrake Torque | | Accel->Brake Torque Minimurm Error: | -0.1 I 0.5
[ Quadratic - ;
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Where to Get HELP!

H o

Multi-State Information Sharing & Analysis Industrial Control Systerm-CERT Self
Center (MS-ISAC) Assessment

http://msisac.cisecurity.org http://ics-cert.us-cert.gov/Assessments

iy

Computer EmergencyResponse Team (CERT) National Institute of Standards and

e  http://www.cert.org Techndlogv

e Document: Roadmap to Secure Control u http://csrc.nist.gov/index.html
Systems in the Transportation Sector ® SANS Institute

 Very good source on Insider Threat and " < . o

http://www.sans.org

Prevention -
e http://ics.sans.org

Microsoft Technet

ISO/IEC 27000

National Vulnerability Database

http://nvd.nist.gov
Information Security Forum AntiVirus

“Standard of Good Practice” e http://av-comparatives.org/

. EICAR virus scanner tester

&
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